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Preface & Note on Document Structure

This document is intended as a guide for organizations attempting to introduce an ethical-legal com-
pliance management system based upon the ECS2000 (version 1.2).

This document consists of two parts. Part one is a commentary on the ECS2000. Each section in this
commentary is comprised of the original text of the ECS2000 denoted by a number which corresponds
with the structure of the ECS2000 and setout in a serif typeface and a guidance commentary denoted
by the letter “G” and the section number. The guidance commentary is setout in a sans serif typeface to
distinguish it from the original text of the ECS2000.

Part two presents a model (sample) of a control document for use in an organization introducing the
ECS2000. The sections presented within this model control document are annotated with a series of
notes explaining their meaning and important points for consideration.

This document is an authorized translation of the original Japanese language guidance document pro-
duced by the Reitaku University Business Ethics and Compliance Research Center (r-BEC) and originally
published by the Reitaku University Press. Every effort has been made to ensure that this translation is
as faithful to both the text and sentiment of the original Japanese as possible. All shortcomings in the
text and its presentation remain the sole responsibility of the translator.

Further details regarding this guidance document may be obtained from the R-bec internet homepage
at the following URL:

http://ecs2000.reitaku-u.ac.jp/

It is hoped that this guidance document will prove useful to any organization attempting to introduce
or maintain an ethical-legal compliance management system.

Prof. Iwao Taka,
ECS2000 Project Leader.

Prof. Scott T. Davis,

English Version ECS2000 Project Leader &
Translator.
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o. Introduction

0.1 The world economy has entered an age of
globalization. With this, the actions of organiza-
tions will require greater integrity and transpar-
ency than in the past. This requires that organi-
zations establish internal structures to ensure the
propriety of these actions. It is through these ac-

tions, and by establishing the structures for their
realization, that organizations gain the trust and
recognition of the market, and are able to con-
tribute to the further, sound growth of the global
market.
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G o Preface

G o.1

Why do we need an ethics compliance management system based upon the ECS2000? There are basi-
cally four fundamental reasons for this as follows:

The first reason is in order to create a healthy market and to ensure its ongoing growth. In itself this
objective may hold little interest for individual corporations and other organizations. However, imagine
the situation which would arise where individual corporations are not properly managed, seek only
short-term profit, and constantly display unfair or improper actions. In this situation the market may
lose control and even cease to function. The economy may fall into a vicious cycle of deterioration, and
instead of realizing profit; organizations may find their very existence in danger.

Secondly, ethical-legal compliance in management is beginning to be recognized by the market as a
source of competitive advantage. The prevailing trend in the market is towards rewarding corporations
which implement systems for the assurance of equitable behavior, and for the severe punishment of
corporations which display the opposite. For instance, many nations have now implemented laws pro-
hibiting payoffs for officials of foreign governments, and moves to restrict the power of monopolies are
gaining strength. The spread of socially responsible investment is yet another factor which is trans-
forming ethical-legal compliance initiatives into a direct competitive advantage within the market.



r-BEC | ECS2000 | Guidance Document

0.2

0.2 Mr. Kofi Annan, secretary general of the
United Nations, speaking to leaders of global
corporations at the 1999 World Economic Forum
in Davos, Switzerland, called for corporations to
implement ethical systems covering a compre-
hensive range of issues including human rights,

Go.2

labor and the environment. This statement comes
as yet another indication of the growing demand
throughout international society for the estab-
lishment by corporations of systems of ethics,
thoroughgoing legal compliance, and social ac-
countability.

The third reason lies in the fact that both the market and society at large are demanding the implemen-
tation of a new set of values. This is represented by the statement made by the United Nation’s secre-
tary general, Mr. Kofi Annan. Behind this renewed emphasis on values is the increasing interest in ethics

being shown both in the market and society at large.

The reason society is demanding renewed ethical behavior on the part of corporations and other or-
ganizations is because of the influence that these entities exert over society as a whole. We see this in
instances where consumers suffer often irreparable damages and injury as a result of the purchase and
use of flawed goods. Communities can suffer disastrous consequences from the mishandling or misuse
of dangerous chemicals. Even the indirect support by corporations of authoritarian regimes in foreign
nations can result in the repression of the individuals living in that country. Corporations are increas-
ingly expected to assume the responsibility that comes with such a degree of influence and to explain

their actions to society.
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0.3

0.3 In addition to developments in the market
and international society, individuals working in
corporations and other organizations are seeking
jobs of which they can be proud. Most people do
not want to work while being involved in
wrongful activities. They will question and seek
the reform of any illegal dealings and business

Go.3

practices in their own workplaces that violate
their sense of good conscience. In principle the
workplace should be a place of “self-realization”
and not one where individuals must suffer from
the emotional conflict of acting against their own
consciences.

The fourth reason lies in the need to create a workplace with which individuals can be proud to be asso-
ciated. If we were to ask ourselves why we work at all, the first response would most likely be “in order
to earn a living.” This does not mean, however, that simply receiving a wage is all that we want. Most
people also perceive work as a means by which to develop their latent talents, and as a vehicle by which
they can contribute to society at large. What would be the response, then, were an individual to be
forced to commit an act which went against their principles? Their motivation to work and loyalty to-
wards their organization would surely suffer. Introducing and maintaining an ethical-legal compliance
management system is therefore, an integral part of creating a workplace in which people can draw

meaning and develop.
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0.4

0.4 Predicated upon the above, this international
standard represents a structured management
system designed from the perspective of ethics
with the aim of improving the work environment
of the individuals who constitute organizations,

Go.g4

complying with the demands of international
society, and ensuring that corporations and other
organizations are able to attain the trust and rec-
ognition of the market.

The “management system” referred to here indicates a system built up within an organization with the
intention of realizing a certain set conditions and standards.

It follows from this, therefore, that as a management standard, the ECS2000 is not some theoretical
abstraction which must be observed at all costs - but a standard built upon the premise that organiza-
tions must strive to achieve ethical management in practice.
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0.5

0.5 The aim of this standard is to enable organi-
zations to identify in advance and take
pre-emptive action against dubious dealings, ille-
gal and unfair business practices of their own
volition — with the full cooperation of their in-
ternal members — without reliance upon external
whistle blowing by their own members, legal

b) create the internal systems necessary for col-
lecting the opinions and ideas of members and
external stakeholders and realizing the particular
ethical norms and philosophy ideal to the or-
ganization.

These two systems will be referred to in this

prosecution, or the boycotts and criticisms of standard as:
third parties. In order to achieve this it is neces- “ . . »
sary to: a) the “mechanism of compliance” and
a) establish and administer a system of legal b) the “mechanism of enhancement.

compliance, and
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What is it that individual organizations actually seek to achieve by the introduction of the ECS2000? It
is the development of integrity, the creation of systems for the achievement of ideals and principles,
and the realization of the capacity of an organization to identify and achieve their own ethical objec-
tives. The ECS2000 organizes these features as two separate yet related mechanisms.

The first mechanism - the “mechanism of compliance” - is designed as a concrete system for the obser-
vation of laws and regulations. This mechanism involves the organization in, for instance, locating and
defining practices and procedures which are not in accord with the letter of the law, and in their re-
forming or even eradicating these practices. Organizations, when formulating an ethical-legal
compliance management system upon the basis of the structures set out in the ECS2000, may define
their own ethical policies in a manner which best suits their needs and particular situation.

If the intention is to concentrate upon compliance for the foreseeable future, it is perfectly acceptable
for an organization to concentrate its efforts on the mechanism of compliance by conducting research
into the laws and regulations which apply to its activities, and by preparing an ethics policy and an eth-
ics plan. Due recognition will be given to an organization which, as part of its strategy, focuses its ac-
tivities upon the basis of this narrow definition of compliance.

Going beyond legal compliance, the “mechanism of enhancement” is a system for the attainment of some
form of ethical ideal or plan. The actual content of the ethical ideal or plan referred to here is to be de-
termined by the respective organization involved. For instance, while one organization may place an
emphasis upon the interests of their customers, another may choose to focus upon contribution to the
local community. The ECS2000 is designed to respect the independence of organizations which choose
to set their own plans in such a manner. However, where such ethical policies and plans are proposed, it
is required that the organization makes concrete efforts in order to realize them. In other words, it is

not enough for an organization to simply announce that it has introduced and will pursue an ethics plan.
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The plan must actually be followed. It is for this reason that the ECS2000 calls for the construction of a
mechanism of enhancement in addition to the mechanism of compliance.
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0.6

0.6 The basic framework of this international
standard is illustrated in Exhibit One. In the first
stage the policy of ethics to be pursued by each
organization is clarified and the code of ethics (or
compliance manual), planning and internal regu-
lations required to realize this policy are devel-
oped.

Following this, in the second stage, an individual
or administration to bear the prime responsibility
in ethical- legal compliance is identified, and
training and communication initiatives are car-
ried out under their direction.

Third, the organization undertakes independent
audits to ensure that the organization’s members
correctly understand the ethics policy and code of
ethics, and that the office of ethical- legal com-

Go.6

pliance and the reporting/consulting system are
functioning in an appropriate manner.

Fourthly, based upon the results of this audit,
potential reforms are identified and implemented.
This would include, for example, revisions of the
code of ethics, improvement of education pro-
grams and reporting/ consulting systems.

The efficacy of such an ethical- legal compliance
management system is dependent upon all de-
partments and levels within the organization
complying with and implementing the organiza-
tion’s ethics policy and code of ethics, and in the
initiative taken by all members to jointly resolve
the organization’s problems. A factor of particu-
lar importance is the commitment of executive
management.

The actual structure of the ECS2000 is shown in exhibit 1. A detailed exposition of the structure will be

presented in section 4.
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Plan (Planning phase)

Formulation by executive management of
ethical-legal compliance policy.

Formulation of a code of ethics and develop-
ment of an implementation plan.

Maintenance of a list of applicable laws and
regulations.

Development of internal regulations for the
implementation of the ethical-legal compliance

policy.

Act (Revision and corrective action phase)

Revise the ethical-legal compliance policy,
code of ethics and internal regulations.

Initiate thorough-going reforms based upon
results of audits and surveys.

Revise the management system as needed.

Exhibit 1: Ethical-legal compliance management system framework

Do (Initiation and operation phase)

Appointment of personnel and establishment of
offices to administer the ethical-legal compli-
ance policy.

Clarification of the functions, responsibility,
and authority of these personnel and offices.

Implementation and promotion of training for
and communication regarding ethical-legal

compliance.

Establish control of document, operational and
emergency procedures.

Check (Audit phase)

Monitor compliance to the ethics policy, code of
ethics and other manuals.

Perform ongoing audits of the overall ethi-
cal-legal compliance management system.

Prepare and distribute reports of audits and
attitude surveys.
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0.7

0.7 This international standard outlines a general pliance and enhancement mechanisms. It is
framework for an ideal management system, therefore important to avoid constructing a com-
however, its purpose is to promote the perform- plex system, which ignores the actual level of
ance of ethicallegal compliance - this being the integrity.

creation of an organization with effective com-
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The ECS2000 emphasizes actual achievement in ethical-legal compliance. Because of this, it is impor-
tant that the management system and processes which comprise it be constantly evaluated in terms of
performance and subject to ongoing improvement.
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0.8

0.8 The main goal of this international standard
is to promote and assist organizations in imple-
menting ethical legal compliance systems in ac-
cord with the principles and ideals of “human
rights and freedoms,” and “co-prosperity” within
the market economy. Human rights and free-
doms are the basic preconditions of democracy,
without which a market economy is impossible.
However, the pursuit of human rights and free-
doms alone will not automatically lead to the re-
alization of a fair society. It is important that the
ideals of human rights and freedoms be aug-
mented with a clear understanding that an indi-
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vidual can not enjoy a rich standard of living
without the cooperation of others. The way of
thinking derived from an awareness of being in-
terdependent is referred to here as co-prosperity.
Co-prosperity is the principle whereby organiza-
tions respect the interests of themselves and of
other parties in their decision making and actions,
and whereby organizations strive to promote the
welfare of third parties. At the same time this
requires the organization to take positive meas-
ures to limit the unnecessarily detrimental effects
of its actions in the market and society.

The ECS2000 respects the individuality of corporations and other organizations. It follows therefore
that each corporation and organization is responsible for producing whatever ethical policy, plan or
compliance manual it sees appropriate to use. It is important that the ethical-legal compliance man-
agement system be constructed in accordance with the respective values and traditions of each or-
ganization, as well as the scope and area of its activities. It is necessary however, to address the follow-
ing two points when preparing these ethical policies and plans. These two points are "human rights and
freedoms," and "co-prosperity."

The first point of "human rights and freedom," is the basic principle of democracy. Without this, a sound
economy is not possible. For instance, in order to protect the interests of the consumer it is necessary
that the production and sale of goods or the provision of services be conducted freely. Where certain
individuals unfairly control the production of goods or the content of services, or manipulate prices, the
interests of the consumer are undermined and social equity itself is challenged. Failure to protect an
individual's right to work freely as they please will also quickly undermine social equity. The same is
true for the preservation of human rights. Where the rights of employees are not respected, the rights
of consumers also come to be treated lightly, as faulty products, and accidents as a result of their use
abound. Great damage to our social and physical environments can easily result where the rights of lo-
cal citizens and future generations are ignored.

Simply pursuing human rights and freedoms alone however, is not enough to bring about a fair society.
This is because it is very easy for the rights and freedoms of one individual to conflict with those of an-
other. It is also possible that the interests of individuals who do not actively protect their own rights
may be undermined. It is in order to propose a practical solution to these problems which are inherent
in the ideals of human rights and freedoms that the ECS2000 presents the additional ideal of
“co-prosperity.”
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Co-prosperity is a practical way of thinking aimed at finding the best course of action which allows an
organization to consider both the direct and indirect effects of its decisions and actions for all those
concerned. This does not mean however that organizations are expected to find the perfect solution to
every problem. What is expected here is that the organization will consider the position of all stake-
holders involved and locate the "most agreeable" course of action, or, where this is difficult, to at least
seek that course of action which is "most acceptable” to all concerned. Moreover, in hindsight, where an
organizations actions have proven to be inadequate, they are required to redress and correct the situa-
tion. In this context co-prosperity refers to a pragmatic approach whereby an organization actively
seeks fair and constructive solutions to problems which are acceptable and beneficial to society as a
whole, and to ensure the well-being of future generations.
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0.9

0.9 This international standard requires that or-
ganizations, taking these two principles as fun-
damental principles, abide by their own ethical
standards and comply with all relevant laws,
regulations and other rules which may be appli-
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cable. The legal compliance component of the
ethics policy should be based upon laws and
regulations which are of particular importance to
the organization in light of its respective scale,
industry, and condition.

By requiring organizations to give a concrete expression of their own ethical-legal compliance policy in
the form of an ethics policy, the ECS2000 seeks to address these two principles. This does not mean
however, that the two principles of human rights and freedom and co-prosperity must be included ex-
plicitly in this ethics policy. It is sufficient that these principles underpin the ethics policy and that it be

formulated in accordance with these principles.
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0.10

o.10 This international standard is not meant to
compel organizations to make social contribu-
tions or sacrifices. However, organizations which
formulate their own ethical ideals or standards
should strive to create organizational climates
which promote the free discussion of implemen-
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tation methods and the development of concrete
systems for their actualization. These initiatives
are collectively referred to here as the mechanism
of enhancement, and they are intended to sup-
port the mechanism of compliance.

As already discussed above, in order to utilize the ECS2000 organizations must develop their own eth-
ics policy. The actual content of this policy, however, is left to the discretion of each organization in or-
der to respect their individuality. For instance, making a concentrated effort in legal compliance will
require an organization to produce and ethics policy, plan, and compliance manual in accordance with
this. In this case particular effort is put into the construction of a mechanism of compliance.

In addition, if the organization should seek to pursue its own ethical standards and ideals, it must in-
clude them in its ethics policy and implementation plans and create a system within which a mechanism
of enhancement may function. As mentioned in the above requirements, the ECS2000 does not demand
that organizations make social contributions and sacrifices for the betterment of society. Should the
organization itself wish to pursue such goals however, the preparation and addition of concrete systems
necessary for its achievement must be added.
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0.11

o.11 It is not obligatory that the ethical legal
compliance management system set out in this
international standard be established separately
from existing management systems. Where the

Go.1n

use of existing management systems is deemed
appropriate by the organization, the organization
may use these systems as they are or modify
them in order to suit this international standard.

When constructing an ethical-legal compliance management system it is essential that the system is
designed be both effective, and yet not detract from the organizations ability to function normally. In
the case of a private corporation, the original goal of the organization is to provide the market and so-
ciety with goods and services using a method and at prices which are both fair and appropriate. Ethi-
cal-legal compliance initiatives should serve to support this goal, and must not come to interfere with it.
It is because of this that the ECS2000 has been designed to accommodate existing structures within the

ethical-legal compliance management system.
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1.  Scope

This international standard sets out the require-
ments for establishing an ethical- legal compli-
ance management system aimed at ensuring
compliance with applicable laws and appropriate
industrial rules, as well as with the pursuit of the
ethical standards and ideals held to be important
by the organization.

The requirements of this international standard
apply to the following organizations.

a. Organizations which are attempting to under-
take their business in a fair and just manner, and
are aiming to administer, maintain and improve
their own policy of ethics, implementation plan,
internal regulations and other procedures.

G 1. Scope

b. Organizations whose policy of ethics, code of
ethics and other ethical-legal compliance man-
agement systems are in accordance with the re-
quirements of this international standard and
which are willing to publicly declare this fact.

c. Organizations which, in consideration of the
scope of their social influence, are willing to in-
crease their transparency and social accountabil-

ity.

All the requirements detailed in this international
standard are applicable to corporations and any
other form of organization regardless of location,
scale or activities.

What sort of organizations should make use of the ECS2000, and what approach is required of an or-

ganization that wishes to make use of the ECS2000?

Organizations can be divided into three types according to their objectives for introducing an ethi-
cal-legal compliance management system. Firstly, there are those organizations which desire to manage
their affairs in a "fair and appropriate manner," secondly there are those which seek the "competitive ad-
vantage derived from maintaining an ethical-legal compliance management system," and thirdly there are
those organizations which, realizing the extent of their social impact, "seek to avoid detrimental influ-
ences and control risks." The following section will look at each of these objectives in turn.

1. Maintenance of fair and appropriate management.

In this context "fair" is taken to mean "seen as acceptable by third parties,” or "held in high regard by
third parties." "Appropriate" is taken here to mean "adequately efficient and rational so as to permit
profitability." The first group of organizations is therefore comprised of those which wish to manage

their affairs while fulfilling these two requirements.

2. Ethical-legal compliance as a competitive advantage.

Supplying the market with necessary goods and services, in accordance with the rules of fairness, and
thereby gaining the trust and respect of society is the necessary precondition for the survival of any
corporation. In this sense it can be said that an ethical-legal compliance management system is some-
thing which will be rewarded by the market and society as a whole. It is often the case, however, that
this assumption which is generally supported on the long-term is not the case when seen over the
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short-term. It is possible, for instance, for the merchant who falsely advertises their goods, the builder
who secretly uses inferior materials, and the factory which dumps its wastes so as to avoid the cost of
safe disposal, can, should their actions go undiscovered, yield greater profits than their more honest
competitors.

In order that corporate ethics be rewarded on the short-term, the ECS2000 Project, which was formed
in order to develop the ECS2000, has called upon organizations introducing and using the ECS2000 to
actively disclose and publicize their actions. The reason for this is that such public statements will help
translate ethical-legal compliance initiates into competitivity within the market. In this way, organiza-
tions using the ECS2000 can gain the benefits of their investments in ethical-legal compliance in the
form of enhanced competitive advantage.

Levels of public disclosure.

Level 1: Announcement of introduction. An announcement that the organization has introduced an initia-
tive based upon the ECS2000.

Level 2: Announcement of initial stages. An announcement that the organization intends to redress inter-
nal problems and shortcomings using the ECS2000 as a checklist.

Level 3: Announcement of re-engineering. An announcement that the system for self-evaluation based
upon the ECS2000 has attained a viable state.

Level 4: Third party accreditation. Seeking and attaining the accreditation by a third party of the organiza-
tions ethical-legal compliance management system.

3. Social responsibility and risk management.

The third objective for an organization using the ECS2000 is to realize the extent of its influence upon
society and assume the appropriate responsibility and, upon realizing the potential risks associated
with its influence, seek the rational means for its control. Social influence here is not limited solely to
the economic and political influence which is derived from the scale of the organizations activities.
Technological advancement, globalization, the development of information networks, and the nature
and potential risk of materials used, are just a few among many factors which give organizations, irre-
gardless of their scale, surprising levels of influence over society. This third group consists of organiza-
tions which realizing this fact, strive to manage their affairs in a responsible manner.
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2.  Normative references

No normative references are set at this time.

G 2. Normative References

Organizations in their own guidelines should indicate the "ECS2000 v1.2" here.

Any other management standards which are being introduced at the same time should also be noted
here.
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3. Definitions

3.1 Business ethics are defined in practice as in-
cluding all activities carried out within an or-
ganization in order to ensure the fair and respon-
sible behavior of that organization. This defini-
tion is intended to include all organizations and

is not limited exclusively to business corporations.

The meaning of this includes the respect of social
values and does not end with obligations of legal
compliance. Business ethics will hereafter be re-
ferred to as ethics.

3.2 Ethical standards (ethical norms, ethical prin-
ciples, etc.) are defined here as the system of val-
ues which an organization pursues under its own
volition, and not to the unilateral and external
demands of laws and regulations. For example,
an expression of values such as “to behave with
responsibility in society as a public institution”
will be taken as an ethical standard.

3.3 Legal compliance is defined here as all the
internal activities of an organization made in or-
der to comply with the laws and regulations ap-
plicable to their business and to the goods and
services in which they deal.

3.4 Ethical-legal compliance is defined here as the
compliance with applicable laws and regulations
(including social values) and all internal activities
made in order to implement the ethical standards
which an organization has established upon its
own volition.

3.5 Policy of ethics (ethical-legal compliance pol-
icy, etc.) is defined here as the ethical objectives
established by an organization in consideration
of its work content, scale, and the nature of the
materials, goods and services which it handles.
Included in this are the organization’s own ethi-
cal standards, and the laws and regulations which
must be observed according to the nature of the
organization’s activities.

3.6 Code of ethics (code of conduct, conduct
guideline, etc.) is defined here as the standards of
behavior set by an organization in order to apply

the organization’s policy of ethics in practice. The
contents of this code must be readily under-
standable by those concerned, and of a realisti-
cally applicable nature.

3.7 Other compliance manuals (ethics compliance
manuals, etc) are defined here as a more concrete
reference based upon the contents of the code of
ethics or conduct guidelines as applied to specific
workplaces and occupations. These manuals may
be compiled if necessary.

3.8 Implementation plan is defined here as an
annual plan for the application of the policy of
ethics. For example, this would constitute an
overall plan covering such issues as the timing
and participants of educational programs, work-
places to receive specific intensive training, re-
form of the reporting/consulting system, and
communications aimed at raising the awareness
of ethics, and other plans required for the im-
provement of ethical-legal compliance activities.

3.9 Internal regulations are defined here as in-
ternal operating rules introduced by the organi-
zation in order to ensure the appropriate func-
tioning of the ethicallegal compliance manage-
ment system. This would include a specification
of the authority and responsibility of an office for
ethical-legal compliance (ethics office, compliance
office, etc.).

3.10 Stakeholders are defined here as individuals
or groups who are either directly or indirectly
influenced by the actions of the organization.
Among others, these would include: consumers,
employees, stockholders, creditors, trading part-
ners, related organizations, community members,
and government agencies.

3.11 Unless otherwise specified, organizations are
defined here as corporations, educational institu-
tions, medical institutions, public bodies, reli-
gious organizations, government agencies, politi-
cal groups and other parties.
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3.12 Review by management is defined here es-
sentially as reviews that are initiated and carried
out under the leadership of the organization’s
chief executive officer. However, in cases of
emergency when the chief executive officer is
unable to carry out this function (for instance in
emergency situations), this review by manage-
ment may be initiated and carried out by an in-
dividual or an internal body specifically ap-

G 3. Definitions

pointed to the task.

3.13 Cases of emergency are defined here as any
situation where management or executive offi-
cers are involved in social wrongdoings or im-
proper activities. Because a general ethical-legal
compliance management system will not func-
tion adequately in such a situation, the organiza-
tion must establish and maintain a procedure for
managing such cases of emergency as may occur.

These definitions are generalizations. It is possible to modify and expand upon these definitions in ac-
cordance with the needs of the respective organization. For instance, "compliance manuals" can be re-
ferred to as "guidelines," and financial institutions may refer to "code of ethics" as "compliance stan-
dards" where necessary. Furthermore "emergency situations" may be redefined to indicate any situation
which cannot be dealt with using only a general ethical-legal compliance management system. In other
words, the ECS2000 is based on the idea that terminology may vary between organizations in so long as
the essential processes to which they refer remains unchanged. It is necessary however, that an or-
ganization indicates in their Control Document (as illustrated in Part Two of this guidance document)
any instances where the terms used for important concepts have been altered.
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4.  Ethics compliance management system requirements

4.1 General requirements

The organization must establish, apply, maintain pliance management system. The requirements
and consistently improve an ethical- legal com- for this are set out in the whole of Section Four.

G 4. Ethical-legal compliance management system requirements

G 4.1 General requirements

An ethical-legal compliance management system based on the ECS2000 should be designed in order to
meet the requirements detailed in section 4. In order that all these requirements are met, and in order
that a consensus concerning this be maintained throughout the organization, it is necessary that an
ECS2000 Control Document should be produced within each organization. Please refer to section G
4.4.4 "ethical-legal compliance management systems documents" for details regarding the Control Docu-
ment (management manual) and other documents. An example of a management manual has been in-
cluded in the second part of this guidance document.
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4.2 Formulating an ethics compliance basic policy and producing manuals

G 4.2 Formulating an ethics compliance basic policy and producing manuals

An ethical-legal compliance initiative begins by first clearly positing the ethical principles and goals

which the organization is to pursue. The ECS2000 organizes these ethical principles into the following
three forms. The first is the "policy of ethics" which is the ethics policy, the second is the "code of ethics"
and the compliance manual, and the third are the "department or function specific compliance manuals."

These documents can be prepared individually or, the policy of ethics and the code of ethics can be
prepared together as a single document. The titles of these documents may be determined by the re-
spective organization. For instance, the code of ethics or the combined code of ethics and ethics policy
may be referred to as a "code of conduct," a "behavior charter," or as a "compliance manual."

Documentation and formulation of the basic ethical-legal compliance policy:
1. Ethical-legal compliance basic policy (policy of ethics).
2. Code of ethics (compliance manual).

3. Various manuals embodying a specific departments or function’s rules and regulations for compli-
ance.
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4.2.1

Executive management must define, implement
and maintain an organization’s basic ethical-legal
compliance policy which includes the following
features.

a. A set of ethical standards which the organiza-
tion will implement according to its own tradi-
tion and management beliefs.

b. A body of rules and regulations of specific

Formulating an ethics compliance basic policy

relevance and importance to the organization
considering its work content, scale, and the ma-
terials and services in which it deals.

c. A written statement to the effect that the or-
ganization will proactively prevent unethical or
illegal behavior, and engage in the establishment
and ongoing improvement of its accountability
structures and ethical environment.

G 4.2.1 Formulating an ethics compliance basic policy

The ethics compliance basic policy is the key component in the construction of an ethical-legal compli-
ance management system. It is meant to be applied throughout the entire organization and not limited
to any specific section within it. This policy should contain:

a. Any ethical policies or standards based upon the organizations own history or principles which the
organization wishes to emphasize.

b. Main and specific rules and regulations which apply to the organization because of the nature of its
activities, its scale, geographical location and any other characteristics must be included here.

c. Astatement indicating the organizations intention to undertake ethical-legal compliance as an on-
going process of improvement must be included here.

The points included in (b) and (c), however, may be incorporated into the code of ethics which is applied
to the entire organization.

In terms of length, the ethical-legal compliance basic policy will usually take about 2 A4 or universal
sized pages. By comparison however, the code of ethics must be of sufficient detail as to guide the
judgment and decision-making of organization members in their everyday activities. Because of this the
code of ethics will usually fill about 10 pages. However, should the content of the code of ethics be rela-
tively straightforward, or should another valid consideration exist, the size of the code of ethics may be
altered to suit the particular situation of the individual organization.
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4.2.2  Disclosure of ethical-legal compliance policy and producing manuals

The organization must document its policy of must be made available.

ethics, inform its members of this policy, and . .
disclose this document making it available to di- ~ Furthermore, where the need arises, an ethi-
rect and indirect stakeholders as well as to the cal-legal compliance manual based upon the con-
general public. As part of making this policy pub- tent of the code of ethics, in a form appropriate
lic, documented versions of the policy of ethics to specific workplaces, should be produced, ad-
and code of ethics — or at least one of them — ministered, and maintained.

G 4.2.2 Disclosure of the ethical-legal compliance policy and producing manuals

Once the organization has completed its policy of ethics, the next stage is to formulate the code of eth-
ics. Although the points which must be addressed in this code will vary widely between organizations,
thus making generalizations here difficult, the code should basically cover the following points:

1. Balanced behavior with regard to stakeholders.

Prohibition of unfair trading practices, policy regarding entertainment and gifts, forbidding the bribery
of (and collusion with) public servants, stance regarding antisocial individuals and parties.

2. Enforcement of legal compliance.

Compliance with laws, regulations, and treaties. For instance compliance with and enforcement of an-
timonopoly laws, intellectual property rights, insider trading regulations, equal opportunity and non-
discrimination policies, and laws and regulations regarding international trade.

3. Behavior and accountability of organization members.

Kickbacks, sexual harassment, discrimination, misappropriation of the organizations resources, im-
proper usage of customer and other information, enforcement of the protection of privacy, and fair and
accurate advertising and public relations.

4. Basic position on corporate activities and social responsibility.

Equitable corporate activity, respect of human rights. Promotion of social contribution, protection of
the environment, and cooperation with the local community.

Following the order of formulating a code of ethics after finalizing the basic ethical-legal compliance
management policy does not mean that the code must be based strictly and precisely upon the content
and tone of the basic policy. It is perfectly acceptable that the principles and intentions contained in the
basic policy are expressed in a variety of forms.

All members of the organization are to be subject to the policy of ethics and the code of ethics. Because
of this, situations may arise where the risk of illegal or inappropriate activity particular to specific oc-
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cupations or department within the organization cannot be controlled. Because of this, the ECS2000
requires that compliance manuals designed to suit the particular conditions of individual departments
and occupations be produced wherever necessary. Producing these manuals would normally involve a
process similar to that used in designing an operations manual, and would consist for instance, of lists
of relevant trade, commercial, antimonopoly, labor, and criminal laws which may apply, interpretations
and commentary, as well as checklists of relevant internal regulations. Attention should be paid to the
following two points when preparing these manuals.

1. The manual should follow the structure of the code of ethics and should serve as a more detailed
and concrete explanation of it.

2. Consistency should be maintained between the code of ethics, and operational manuals and other
regulations.

Separate compliance manuals should be prepared for each section, and occupation or post (projects or
personnel dealing with specific problems could also be included here) which, due to the nature of the
functions involved, is susceptible to greater levels or particular forms of risk than in other areas within
the organization. It may not be necessary to distribute these specific manuals throughout the organiza-
tion because all members of the organization may not need them. These specific compliance manuals
can therefore be distributed separately from the code of ethics and the overall corporate compliance
manual. Where it is decided that the code of ethics is of sufficient detail, and that use of it alone is suf-
ficient to control foreseeable risk, the organization may choose not to produce these specific compli-
ance manuals.

Organizations which introduce and utilize the ECS2000 are required to make their policy of ethics pub-
licly available. The policy of ethics must be printed as a booklet or as a document for electronic distribu-
tion on the Internet and made available to any persons or parties requesting it. The ECS2000 recom-
mends that organizations also make their code of ethics publicly available in a similar manner. This pro-
vision is made so that organizations, by making clear their ethical standards and social responsibility,
may earn the trust and respect of society that they so deserve.
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4.3 Planning

G 4.3 Planning

At the early stages of initiating an ethical-legal compliance management system based upon the
ECS2000 the major portion of planning activity is concerned with the development of the policy of eth-
ics, the code of ethics, and the respective compliance manuals. Upon completion of these however, the
next task is to prepare an implementation plan, review and organize relevant laws and regulations, and
keep them up to date, as well as producing and managing internal regulations. Of course, as the need
arises, the policy of ethics and code of ethics may also have to be revised, but since this is not a regular
activity it is not included here as an activity to be covered in the planning stage.
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4.3.1  Implementation plan

The organization must develop a process by
which to spread the policy of ethics throughout
the organization. This procedure should include
the following.

procedures.

c. A plan for ethicallegal compliance manage-
ment system auditing. This should include fol-

low-up audits of responses to problems which
a. A plan for ethicallegal compliance education have been identified and redressed in the past.
and training. This should include such tasks as
the development of educational materials for use

in training.

d. Other points including adjustments to changes
in the social environment and legal framework,
and suggestions for reforms from executive

b. A plan for improving the reporting/consulting management and related departments.

G 4.3.1 Implementation Plan

In addition to producing the basic policy and code of ethics for an ethical-legal compliance system, each
organization, in order to increase their ethical-legal compliance performance, must also produce an im-
plementation plan. Although this plan should be produced in accordance with the individual organiza-
tions situation and policy of ethics, it should cover the following points.

a. A plan for ethical-legal compliance education and training.

A variety of factors must be considered in the implementation plan for training and education. For in-
stance, the nature and content of education will differ greatly between the organization which has just
started the process of implementing an ethical-legal compliance system compared with an organization
with a well-established system. Course content must also be designed in consideration of the rank,
workplace, and the nature of the work of those who will be subject to it. It must be determined whether
the education will concentrate on:

1. Formal techniques such as lectures and seminars,
2. Discussion based techniques comprising of group research and case studies,

3. The production and distribution of promotional materials and such as pamphlets and other
in-house publications, or

4. Take the form of ethics campaigns and other promotional programs.

These potential techniques must be assessed from the perspective of the overall objectives and their
desired impact, and included into the plan.

b. A plan for improving the reporting/consulting procedures.

In order for an organization to effectively mobilize an initiative aimed to develop its "integrity” it is
necessary to prepare a mechanism, such as an office for reporting and consulting which enables it to



r-BEC | ECS2000 | Guidance Document

understand the problems which it contains. In order to maintain a positive and proactive enhancement
initiative it is essential that there be in place the means to grasp and reflect the opinions and attitudes
of organization members on the front line. The main problem with establishing such an office however,
is in ensuring that it works in the desired manner and with the desired effect.

"We have a consultation office, but | feel reluctant to go in." "We have an in-house e-mail based consul-
tation system but even if you use it you rarely ever get a response.” "The consultation office, | feel, does
not respect the privacy of discussions."

Organizations which find themselves faced with such comments as these will also find that they have a
consultation office which exists only in form and not function. Left alone, this situation will not con-
tribute towards the development of the organizations integrity. Because of this, the ECS2000 locates
the design and ongoing improvement of the consultation function as a critical task for the planning
stage.

c. A plan for ethical-legal compliance management system auditing.

The ECS2000 requires that an organization carries out audits in order to ensure that it is functioning in
accordance with the policy of ethics, code of ethics, and legal compliance manuals, that its entire ethi-
cal-legal compliance management system is suited to its actual situation, and that the results of these
audits be presented to executive management and other concerned departments. A plan must be de-
veloped therefore, setting out which department should carry out these ethical-legal compliance man-
agement system audits (hereafter referred to as "audits" or "internal audits"), when and how they should
be performed, and to whom and in what form of their results should be reported. Should a problem
arise in the administration of these audits it is necessary that a plan be developed to solve any problems
which may have emerged and improve any situations considered to be unsatisfactory.

d. Plans for dealing with changes in the social environment and legal framework and suggestions for reforms
from executive management and related departments.

The social and legal environments are subject to rapid change in our present society. It is essential that
organizations and ethical-legal compliance management initiatives are modified in order to keep them
up-to-date and in accordance with this changing environment. Apart from legal and social changes, it is
also necessary to produce implementation plans for change which are based upon the results received
from ethical-legal compliance management system audits and communication activities, as well as from
suggestions of reform from executive management and related departments.

Apart from matters directly related to legal compliance, implementation plans can also include initia-
tives for social contribution and increased awareness of ethical issues. For instance, activities which
could be included here might include, initiatives regarding environmental protection, activities for the
promotion of corporate involvement both locally and overseas, the creation of ethical products and ser-
vices, the improvement of industrial relations and working environments, positive promotion of women
to managerial positions, and the development of retail stores in consideration of the special needs of
the handicapped and the aged.
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In order to facilitate this level of accomplishment it is important that these plans should be prepared in
considerable detail. These plans should set out numerical goals where possible. For instance, “to in-
crease the number of female executives to x% of the total number of managers within the next three
years,” “to increase the number of parts suppliers with their own ethical initiatives to xo% within the
next two years,” “to increase sales in recyclable products by xo% over the next four years,” “to hold dis-
cussions once every year with representatives from each of the most important groups of stake-
holders,” and other such empirical goals which permit the organization to explain its achievements
clearly to stakeholders and other interested parties.

In the same way as the public distribution of the organizations code of ethics was suggested as a goal in
section 4.2.2 “Disclosure of ethical-legal compliance policy and manual making,” it is also desirable that
organizations produce an annual report for external distribution summarizing that years plan and pro-
gress made towards implementing it. A variety of methods can be used for the distribution of this re-
port. For instance, a report can be produced covering the interests of a specific group of stakeholders or
set of ethical policies, or general reports can be made available to anybody via the Internet. Such re-
ports would be of great help to groups of stakeholders or third parties with an interest in examining and
evaluating the ethical-legal compliance achievements of various organizations. In order to gain the trust
of the market and society, it is well worth considering the publication of both an organizations ethical
code and reports concerning the achievements of implementation plans. In the same way that envi-
ronmental reporting has become an accepted practice, it is safe to predict that within the near future
the publication of reports covering ethical-legal compliance and social responsibility will also become a
hallmark of good business. In the late 1990s the Global Reporting Initiative (GRI) was commenced in the
United States, and the AA2oo0o was introduced in Britain. Both these initiatives indicate that this
movement towards "social and ethical reporting" is already well underway.
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4.3.2 Legislation and other related regulations and rules

The organization should establish and maintain a ucts, or service. This procedure should be main-
procedure to identify and facilitate access to the tained along with, but separate from the written
relevant laws, regulations and other rules as a code of ethics or compliance manuals.

whole, that are applicable to its activities, prod-

G 4.3.2 Legislation and other related regulations and rules

The legal environment in which organizations, as a social entity, are located is in a state of constant
change. As the regulations controlling the economic activities of organizations are relaxed, they are
instead required to comply with new laws relating to the protection of the environment, intellectual
property and the rights of consumers. In many cases organizations may in fact be influenced by these
and other laws which initially seem unrelated to their activities. It is necessary, therefore, that as much
information as possible be collected, ordered and maintained regarding the laws and regulations which
the organizations chief executive officer, managers, and general members must know. It is also vital that
a system be developed and maintained so that any department requiring it can freely gain access to this
information.

It is possible to manage this information by establishing a section within the organization dedicated to
this purpose. This does not mean, however, that all organizations are required to establish a legal de-
partment to perform this function. Where possible, it is permissible to delegate this function to a gen-
eral affairs department. Where the organization lacks the resources to dedicate personnel to this func-
tion it can as an alternative retain a legal advisor, or use the resources of a public library in order to sat-
isfy this requirement. Sites on the internet providing access to the text of laws, their interpretation and
commentaries have also become available recently. Departments within the organization could main-
tain links to these sites providing information relevant to their activity as another way of maintaining
an awareness of their legal environment.
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4.3.3 Internal regulations
The organization must develop and maintain a
system of internal regulations in order to ensure
ethical- legal compliance. These internal regula-
tions must include the following.

a. Regulations concerning an office to manage
problems relating to ethical-legal compliance.
Education and training, reporting/ consulting,
audits, regular correction and document control
functions can be centralized on a single office or
divided among several separate offices. These
offices must be designed to suit the needs of the
respective organization and to function in a real-
istic and effective manner.

b. Regulations outlining and stipulating the rela-
tionship between the office responsible for ethi-
cal-legal compliance and the organizations high-
est decision making body or individual.

C. Regulations concerning the organizations use
of third party and independent specialists. This
regulation should be designed to suit the situa-
tion in each organization and to function in a
realistic and effective manner.

d. Regulations concerning the authority and re-
sponsibility for each office and level of the or-
ganization for ethical-legal compliance.

e. Regulations concerning education and training
for ethical-legal compliance. For instance this
should indicate the responsible section, the sub-

G 4.3.3 Internal regulations

jects and scheduling of training programs.

f. Regulations concerning ethical-legal compli-
ance and reporting/consulting procedures. For
instance this should include: An indication of the
responsible section. Regulations to ensure the
confidentiality of reporting/ consulting activity
and the privacy of the individuals involved.

g. Regulations covering ethical-legal compliance
management system auditing. This should in-
clude regulations regarding the procedure for
administering audits and the independence of the
office responsible for conducting the audits.

h. Regulations covering penalties for ethical-legal
violations.

i. Regulations concerning the procedure to be
followed in the event of uncovering illegal or un-
ethical activity within the organization.

j. Regulations covering procedures to be followed
in regular corrective procedures.

In order to ensure that the ethicallegal compli-
ance management system actually functions in a
real and effective manner, the organization must
review its internal regulations, aligning them
with changes in organizational activities, the de-
mands of society and legal or regulatory reforms.

As described above, an ethical-legal compliance management system will not function effectively after
producing only an ethics policy and code of ethics. It is because of this that a specialist department to
perform training and education in ethics and consultation is necessary. It is also necessary to stipulate
the authority and responsibility of the personnel who perform this function and the processes and pro-
cedures by which ethical-legal compliance management is administered. It is necessary that the or-
ganization prepare internal regulations which cover these activities.

Producing the internal regulations concerning ethical-legal compliance management initially involves
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“n

addressing the points “a” to “j

as shown in section 4.3.3 of the ECS2000, and ends by covering all the

requirements set out in section 4. It is helpful to start this process by first preparing a list of all the in-

ternal regulations which must be formulated as shown in exhibit 2. The points “a” to

shown listed in

the exhibit follow those defined in the ECS2000. Those points shown without an alphabetical denota-
tion are based upon standards and procedures which are defined in section 4 and can be prepared as
needed at the discretion of the organization. Departments designated as responsible for various docu-
ments within the figure are given as examples and may be arranged to suit the conditions of the respec-

tive organization.

Exhibit 2: A List for Managing the Production and State of Internal Regulations and Manuals

Requirements

Date of crea-
tion

Departmentin
charge

Date of modifica-
tion

4.4 Implementation and operation

4.4 Structure and responsibility

a. Regulations concerning an office to manage problems relat-
ing to ethical-legal compliance.

b. Regulations outlining and stipulating the relationship be-
tween the office responsible for ethical-legal compliance and
the organizations highest decision making body or individual.
¢. Regulations concerning the organizations use of third party
and independent specialists.

d. Regulations concerning the authority and responsibility for
each office and level of the organization for ethical-legal com-
pliance.

& other regulations

General affairs

4.4.2 Education & training Personnel

e. Regulations concerning education and training for ethi-

cal-legal compliance.

& other regulations

4.4.3 Communication Ethical-legal
f- Regulations concerning ethical-legal compliance and report- Compliance
ing/consulting procedures.

& other regulations

4.4.4 Ethics compliance management system documents Ethical-legal
“ECS2000 Control Documents” Compliance

& other regulations

4.4.5 Document control
Document control regulations
& other regulations

General Affairs
Legal

4.4.6 Operational control

h. Regulations covering penalties for ethical-legal violations.
i. Regulations concerning the procedure to be followed in the
event of uncovering illegal or unethical activity within the
organization.

J. Regulations covering procedures to be followed in regular
corrective procedures.

(Corrective procedures implemented by the office for ethi-

Personnel
General Affairs
Legal
Ethical-legal
Compliance
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cal-legal compliance)
& other regulations

4.4.7 Emergency preparedness and response
“Manuals for implementing crisis response procedures”
& other regulations

Ethical-legal
Compliance

4.5 Monitoring & corrective action

4.51 Monitoring & evaluation
Regulations covering monitoring and checklist production
& other regulations

Organization
wide

4.5.2 Correction & preventative action

Jj. Regulations covering procedures to be followed in regular
corrective procedures.

(Corrective procedures implemented by the various depart-

General Affairs
Legal
Organization
wide

ments within the organization. Auditing
Corrective procedures implemented by the auditing depart-

ment)

& other regulations

4.5.3 Records Ethical-legal
Procedures for record management Compliance

@ other regulations

Organization
wide

4.5.4 Ethics compliance management system auditing

g. Regulations covering ethical-legal compliance management
system auditing.

& other regulations

General Affairs
Legal
Auditing

4.6 Management review

J. Regulations covering procedures to be followed in full-scale
corrective procedures.

& other regulations

Executive Board
Board of Direc-
tors

4.7 Drastic system reform following emergency situations
Jj. Regulations covering procedures to be followed in full-scale
corrective procedures.

@ other regulations

Board of Direc-
tors
Ethical-legal
Compliance

These internal regulations should be modified and augmented in accordance with information on the
results of their use and changing conditions. It is not possible to produce a perfect set of regulations
from the outset because changes in the internal and external environments of the organization affect
the efficacy of these regulations. Where it is not necessary to establish a separate regulation, or where a
brief and simple regulation is adequate, the regulations can be described in the Control Document as
illustrated in “Part Two, Control Document example.”

a. Regulations concerning an office to manage problems relating to ethical-legal compliance.

This regulation concerns the office which is responsible for managing problems related to ethical-legal
compliance. It stipulates what duties will be assigned to which departments and the authority and re-
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sponsibility of those working in these departments. Clearly stipulating the authority and responsibility
of these personnel is of particular importance. For instance, it is possible to create a legal section or an
ethics section within the general affairs department and concentrate all relative activities there. Alter-
natively, responsibility for ethical-legal compliance can be assigned to an existing section or depart-
ment thereby eliminating the need to create a new department.

b. Regulations outlining and stipulating the relationship between the office responsible for ethical-legal com-
pliance and the organizations highest decision making body or individual.

It is important to establish a regulation which clarifies the relationship between the department which
is responsible for managing problems related to ethical-legal compliance and the organizations highest
decision making body or individual (in a private corporation these would be the Board of Directors and
the President or CEO respectively). In general, where the organization is a private corporation, a system
should be established whereby the ethical-legal compliance department or individual responsible for
managing problems related to ethical-legal compliance is able to report directly to the Board of
Directors, executive management or the CEO as necessary. For instance, it is also possible to establish a
risk management committee, an ethics committee, or a supervisory committee which would consist of
the members of the board and the directors responsible for ethical-legal compliance, and designate this
committee to receive the reports of the ethical-legal compliance management department or officer.
Information concerning ethical-legal compliance problems involves issues which may pose a consider-
able amount of risk to the organization. It is therefore imperative that this internal regulation clearly
states the relationship between the organizations highest decision making body or individual and the
ethical-legal compliance management department or individual, in order to facilitate the most rapid
and appropriate exchange of information possible.

c. Regulations concerning the organizations use of third party and independent specialists.

When developing the ethical-legal compliance management system it is important to consider the role
and use of third parties, and where used, to clarify their functions and responsibilities in this regulation.
The term “third parties” may be used here to refer to external organizations or individuals. Each individ-
ual organization may make its own decision regarding the level (at the level of the Board of Directors,
supervisory board, special committees, or indirectly at the level of the ethical-legal compliance officer)
at which these third parties will be involved. For instance external directors can be included in the
Board of Directors, independent auditors can be included in the supervisory board, lawyers and ethics
advisors can be used on the level of the specialist department. External specialists such as scholars and
lawyers can be involved in special committees established to deal with particular problems. The in-
volvement of third parties is not necessary on all levels. However, the organization, in light of its par-
ticular situation should consider the involvement of such third parties where necessary.

d. Regulations concerning the authority and responsibility for each office and level of the organization for
ethical-legal compliance.

The responsibility and authority of the department or individual responsible for ethical-legal compli-
ance management has already been discussed in regulation “a” above. Activities for the promotion of
ethical-legal compliance should however, involve the entire organization. In order to accomplish this in
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large-scale organizations it is necessary to assign a compliance officer to each department, or on each
level of the organization, and facilitate their communication within and between the ethical-legal com-
pliance department. It is particularly important to make clear in the regulation whether this compliance
officer will report to the head of their own department or to the head of the ethical-legal compliance
management section. It is also important to formulate rules regarding the selection of these compliance
officers. In the same manner as the personnel in the department for ethical-legal compliance manage-
ment, the authority and responsibility of these compliance officers should be clarified in this regulation.

e. Regulations concerning education and training for ethical-legal compliance.

And implementation plan for ethical training and education is required according to section 4.3.1-a "Im-
plementation plan — a plan for ethical-legal compliance education and training," however in order to estab-
lish this education and training as an official activity throughout the organization, and in order to en-
sure that it is administered on an ongoing basis, it is necessary to establish an internal regulation clari-
fying the form and role of ethical education and training. For instance where ethical-legal training and
education is conducted on a regular basis it is important to clarify in the regulation the department re-
sponsible for the training, the subjects of the training, and the frequency with which training should be
conducted.

[ Regulations concerning ethical-legal compliance and reporting/consulting procedures.

For reporting/consulting procedures regarding ethical-legal compliance, it is important to clarify in the
internal regulations which department is responsible for receiving reports, and which department is
responsible for consulting. It is also necessary to produce a regulation which will require and ensure the
confidentiality of reports and the privacy of consultations. Although the department performing this
function will vary between organizations, in order to increase the efficiency of this activity it is neces-
sary to establish several channels for reporting and consultation such as an in-house helpline or a con-
sultation desk in addition to the heads of each section. Where the duties concerning ethical-legal com-
pliance management are performed exclusively by the general affairs department, legal department,
personnel department, or a specialist ethical office, is possible for this duty of reporting and consulta-
tion to be assigned to the same office. Where the organization has already established a consultation
desk for other problems such as dealing with sexual harassment, this function could be enlarged upon
to include reporting and consultations concerning ethical-legal compliance management problems.

In situations where it is decided that protecting the privacy of individuals seeking consultation is diffi-
cult, the consultation process can be outsourced to a trusted third party or specialist in that field. The
organization must determine and plan the format for its reporting/consulting procedures and stipulate
them in this regulation.

g. Regulations covering ethical-legal compliance management system auditing.

It is necessary to clarify which section, with what authority, the procedures for, and frequency with

which internal audits of the management system for ethical-legal compliance will be held. Where these
points are not clarified, departments subject to the audits will often express resentment and resist par-
ticipation in them, and it may eventually become impossible to administer audits entirely. In the course



r-BEC | ECS2000 | Guidance Document

of an audit, the auditing section conducts interviews, collects information and finally presents its find-
ings and recommendations to each department. Where the authority of the auditing section is not
made clear however, the auditing process is most likely to end by producing only very superficial re-
sults.

In cases where the respective organizations situation prohibits the establishment of an independent
auditing section, it is permissible for the organization assign the auditing function to the ethical-legal
compliance management section. However in this case, the organization must divide and separate the
auditing function from the reporting/consultation function. It is important to maintain a clear distinc-
tion between the officials responsible for offering advice to, and acting upon reporting/consulting, and
those performing audits.

h. Regulations covering penalties for ethical-legal violations.

It is important that the organization punishes actions which are in violation of laws, regulations and the
policy of ethics and code of ethics. An organization can not be said to be seriously involved in ethi-
cal-legal compliance management where these violations are dealt with only on an ad-hoc or
case-by-case basis. Where violations are dealt with on a case-by-case basis the penalties awarded tend
to vary over time and the impression that violations may, to some extent, be excused comes to perme-
ate the organization. It is important therefore that the organization establish clear rules which it will
follow in the event it becomes necessary to punish violations of ethical-legal compliance. For instance
penalties including dismissal, suspension, demotion and fines of the organizations members should be
defined, and it should be made clear what level of violation deserves what level of punishment.

It is also necessary to prepare a regulation covering the evaluation of departments and individuals who
are actively embracing the purpose and spirit of ethical-legal compliance. If this evaluation is integrated
with the personnel evaluation and reward system within the organization it would surely have a strong
positive effect.

i. Regulations concerning the procedure to be followed in the event of uncovering illegal or unethical activity
within the organization.

It is necessary to stipulate the procedures which should be followed in the event of the discovery of il-
legal or unethical activity within the organization. The details of this actual procedure may vary be-
tween organizations, but basically it will take the form of first uncovering the event, reporting the
situation to the departments and department heads involved, investigation, and dealing with the situa-
tion both internally and externally. Where it is possible that the problem discovered will have a consid-
erable negative influence upon society, and especially in cases where the investigation stage can be ex-
pected to take some time to thoroughly complete, problem management should be initiated rapidly and
the likelihood of, or nature of actual problems involved should be reported to the respective external
authorities. It is important to include procedures for this contingency in the regulation.

Jj. Regulations covering procedures to be followed in regular corrective procedures.

In the wide sense of the term "correction" is covered in the final sections of the P> D> C> A> cycle. The
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regular corrective procedures referred to here however, concern the corrective activities on the level of
the departments within the organization, the ethical-legal compliance management department, and
the auditing department. For instance, although corrective activities based on the results of monitoring
conducted within each department is made at the discretion of that particular department, it is impor-
tant to include in this regulation the need to report any such actions to the ethical-legal compliance
management department and other related departments.
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4.4 Implementation and operation

G 4.4 Implementation and operation

The actual establishment and implementation of an ethical-legal compliance management system is
covered in this section on implementation and operation. Establishing a specialized department to per-
form ethical-legal compliance and manage the corporations ethical-legal compliance initiatives across
the organization will be addressed here. This section will also address the administration of all ethical
training, communication activities, and the development of a management system to deal with various
situations which become apparent as a result of these communication activities.
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4.4.1  Structure and responsibility

The organization, in order to establish an effec-
tive ethical- legal compliance management sys-
tem, must set up an internal office (or a number
of offices) to deal exclusively with matters relat-
ing to ethical-legal compliance. The organization
must define the role, responsibility and authority
of the office, which must then be documented
and communicated to all members of the organi-
zation. The general manager of this office must
be an executive officer or a person of equivalent
or higher rank within the organization.

The office must fulfill the following functions.

a. Management and amendment of the policy of
ethics.

b. Administration, and where necessary, revision
of the implementation plan.

¢. Administration of laws and other applicable
regulations.

d. Administration, and where necessary, amend-
ment of internal regulations.

e. Administration of ethics education and train-

G 4.4.1Structure and responsibility

ing, reporting/consulting duties, and coordination
with related offices and departments such as the
legal department, finance and accounts, auditors
office, personnel management, general affairs,
and planning office.

f. Communication among those appointed re-
sponsible for ethical-legal compliance within each
respective department and level of the organiza-
tion.

The office will also, where necessary, propose
amendments and reforms of these functions to
the executive officers of the organization. Such
suggestions must be documented and stored.

The organization must provide the office with
the resources necessary for the management of
ethical-legal compliance. Upon consultation with
the responsible officers, several capable individu-
als must be appointed and delegated the author-
ity and responsibility of managing the ethi-
cal-legal compliance system. The individuals
thereby appointed will constitute the core of the
organization’s official ethics compliance initia-
tive.

In order to implement an ethical-legal compliance management system the organization is required to
establish a specialized department to perform this activity and assign this department with the author-
ity for ethical-legal compliance. In accordance with the organizations scale, structure, and physical loca-
tion, it is possible that this specialized department ("ethical-legal compliance department," also known as
an “ethics office,” or a “compliance office”) maybe be either a single department or comprised of several
different departments. In the case of utilizing several departments or sections - such as the legal de-
partment, ethics office, personnel department, general affairs department or the auditing section -
within the same organizations it is necessary to clearly delineate the distribution of authority between
these offices and clarify the chain of command between them. It is important that overall management
of the ethical-legal compliance section be performed by an organization member with the rank of an at
least corporate director (in the case of a private corporation this individual should also be a member of
the board of directors). There is no restriction as to whether this function should be a full-time or a
part-time responsibility. The designation (name) of this department is also left to the discretion of the
respective organization.
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a. Management and amendment of the policy of ethics.

The department responsible for ethical-legal compliance will manage the production of the ethical-legal
compliance basic policy and, where necessary, its amendment. It will also assume charge of producing
and amending the code of ethics and compliance manuals based on this basic policy. This section will
perform these tasks in accordance with the decisions of executive management. The establishment of
this section is necessary in order to produce revisions of the policy of ethics and code of ethics and to
ensure that earlier and revised versions are properly maintained and their use not be confused.

b. Administration of the implementation plan.

Actual implementation of the plan constitutes one of the ethical-legal compliance management de-
partment’s main tasks. However, during the implementation stage it is possible for situations to occur
which were not initially foreseen. In these instances detailed revisions are necessary. Where these revi-
sions entail major changes the approval of executive management is necessary, however, where only
minor changes are necessary they can be made upon the initiative of the manager of the ethical-legal
compliance department after consultation with the heads of each department.

c. Administration of laws and other applicable regulations.

As already discussed in section 4.3.2 “Legislation and other related regulations and rules,” it is necessary
to construct and maintain a system whereby access is maintained to information regarding laws and
applicable regulations. The production and maintenance of this system is also a function performed by
the ethical-legal compliance management department. Because laws and regulations change over time,
and because changes in the organizations activities also affect the laws and regulations to which it is
subject, the organization must maintain an up-to-date review of its legal requirements and obligations.
Although the actual work involved in this can of course be outsourced to specialists in their respective
fields, it is important that the organization designates an internal department and assigns it with the
overall responsibility for this function.

d. Administration, and where necessary, amendment of internal regulations.

The content of internal regulations has been discussed in section 4.3.3 “Internal regulations,” here the
procedure for the administration and amendment of these regulations will be outlined. In order to
maintain a consistent set of internal regulations relating to ethical-legal compliance management it is
desirable that the administration and maintenance of these regulations be designated to a single de-
partment. However, in the case of large-scale organizations it is impossible for a single department to
perform this function. In these cases separate departments within the organization can administer and
maintain regulations which relate directly to them, and the ethical-legal compliance management de-
partment can oversee this process and check the finished results.

Within internal regulations there are those which cover the entire organization and those which apply
only to specific departments, sections or activities. While regulations relating to the entire organization
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can be administered and maintained by the general affairs department, personnel department, or legal
department, regulations specific to a particular department can be administered and maintained by
that respective department. It is important here, however, that internal regulations that are produced
within separate departments are not duplicated unnecessarily throughout the organization. The ethi-
cal-legal compliance management department should perform checks in order to prevent such duplica-
tion. Where overall internal regulations are included in the Control Document, it is preferable that the
production, administration, and amendment of this Control Document is performed by the same de-
partment.

e. Administration of ethics education and training, reporting/consulting duties, and coordinating with re-
lated offices and departments such as the legal department, finance and accounts, auditors office, personnel
management, general affairs, and planning office.

The department responsible for the management of ethical-legal compliance is also responsible for the
education and training and consultation/reporting functions discussed below. This department is also
responsible for coordination between other departments regarding these issues. For instance, in the
case of a private corporation, in order to promote ethical-legal compliance activities it is important that
the ethical-legal compliance management department maintains close communication and coordina-
tion with the legal department regarding legal matters, the accounting department regarding preventa-
tive measures for budgetary and monetary problems, the auditing office regarding the prevention of
internal irregularities and problems, the general affairs department regarding public relations concern-
ing violations and problems, the planning department regarding ethical-legal compliance system pro-
motion activities, and the executive office and public relations department regarding mass media and
communication issues.

f Communication among those appointed responsible for ethical-legal compliance within each respective
department and level of the organization.

Where the organization introduces a company-wide initiative for the promotion of ethical-legal com-
pliance management, it is necessary that the specialist ethical-legal compliance management depart-
ment takes a central role in communicating between the other departments and levels within the or-
ganization. Communication between the manager of the ethical-legal compliance management de-
partment and the officers in charge of compliance in all other departments and levels of the organiza-
tion is of critical importance here. Delegation of this role to personnel within the respective depart-
ments and levels of the organization can be made at the discretion of the organization, with these tasks
being assigned to the heads of each department or level, or alternatively to support personnel. What is
important here however is that information regarding ethical-legal compliance management is commu-
nicated accurately, and that information originating in the different departments and levels of the or-
ganization is also rapidly and accurately grasped by the centrally located ethical-legal compliance man-
agement department.

It is important that the ethical-legal compliance management department, which is assigned the per-
formance of these tasks, is given sufficient personnel, resources, information, and budget to accomplish
these tasks in a comprehensive manner. For instance, even where a specialist department is established,
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a shortage of personnel will prevent the effective administration of any plans. Insufficient allocation of
funds for ethical training is tantamount to a declaration by the organization to its members that such
training need not be administered. Moreover, it is not possible for the ethical-legal compliance man-
agement department to coordinate among the other departments and levels within the organization in
the absence of a clear statement by the organizations executive management in support of ethical-legal
compliance. It is essential for these and other reasons that the ethical-legal compliance management
initiative be allocated sufficient resources.
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4.4.2  Education and training

In accordance with internal regulations, the or-
ganization must undertake the systematic ad-
ministration of ethical-legal compliance educa-
tion and training.

The organization must provide education de-
signed for departments with considerable social
impact, departments which — by the nature of
their function — are at greater risk of unethical
practices and behavior than other departments,
and for members of the organization who are
currently engaged in duties which have been re-
lated to problems in the past.

The organization must establish programs to
train in — and increase awareness regarding — the
following:

a. The meaning and necessity of following the
requirements of the ethicallegal compliance
management system, policy of ethics and code of

G 4.4.2 Education and training

ethics.

b. The detrimental influence brought to bear
upon the organization as a result of unethical and
irresponsible behavior, as well as the nature and
extent of social trust which can accrue as a result
of ethical and responsible behavior.

c. The function and responsibility of each indi-
vidual member of the organization in following
the requirements of the ethical-legal compliance
management system, policy of ethics and code of
ethics.

d. The sanctions which apply to individuals
whose actions represent a violation of the code of
ethics and a deviation from the relevant ethical-
legal compliance manuals.

In order to make an ethical-legal compliance management system work effectively it is necessary to
perform the education and training. The actual form and content of this training must be determined by
the individual organization with respect to its particular situation. What is important here however is
that this education and training be used to achieve concrete results. In order to accomplish this, educa-
tion concerning the management of risk must be administered throughout the organization in accor-
dance with the level of risk for violations of an illegal or unethical nature evident in each individual, sec-
tion, occupation, and department (the procedure for the assessment of such risks will be discussed in

section G4.4.3 “Communication”).

Where other methods, apart from formal education and training, are available for the promotion of
awareness of ethical-legal compliance, they should also be used in order to augment education and
training. For instance, bulletins issued by the ethical-legal compliance management department,
in-house newspapers, and on-line notice boards are some examples of effective techniques here.

The ECS2000 contains the basic requirement that the following four points must be covered by means

of education and training.

a. The meaning and necessity of following the requirements of the ethical-legal compliance management
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system, policy of ethics and code of ethics.

In order for the organization to implement ethical-legal compliance management in a systematic man-
ner, it is important to make clear that everyday decision making must be made in accordance with the
policy of ethics, code of ethics, and the requirements of the ethical-legal compliance management sys-
tem which the individual organization has produced. By doing so, the organization will be able to en-
hance its integrity, creating a workplace in which each individual member may feel pride and derive sat-
isfaction.

b. The detrimental influence brought to bear upon the organization as a result of unethical and irresponsible
behavior, as well as the nature and extent of social trust which can accrue as a result of ethical and responsi-
ble behavior.

Here it is important that each member of the organization realizes that although unfair or irresponsible
behavior may on occasion, on the short-term, improve the organizations performance, on the middle to
long-term such behavior can only have a negative impact and, in the event of a crisis due to illegal or
unethical behavior, responsible action to resolve this situation, although having a detrimental effect on
the short-term, is more likely to result in the organization achieving greater social trust and enhancing
its competitivity in the marketplace. It is particularly important that all members of the organization
understand that unfair business and other practices can only have a calamitous impact upon the or-
ganization as a whole.

c. The function and responsibility of each individual member of the organization in following the require-
ments of the ethical-legal compliance management system, policy of ethics and code of ethics.

Here it must be clarified that ethical-legal management is something in which all members of the or-
ganization should actively participate. It is important that the role and responsibility of each member of
the organization be made clear in order that they may be able to take appropriate action in dealing with
situations where problems concerning ethical-legal compliance arise. It is important to emphasize here
that the organizations members should not take a passive attitude, but should instead develop a posi-
tive and proactive attitude towards action in such cases. It is also important to develop basic proce-
dures which can be used in handling the solution of problems which arise in the course of everyday
work.

d. The sanctions which apply to individuals whose actions represent a violation of the code of ethics and a
deviation from the relevant ethical- legal compliance manuals.

It should be made clear that in the event of actions which are in violation of the ethical policy, code of
ethics, or the requirements of the ethical-legal compliance management system, stringent disciplinary
actions will be taken against those responsible. It could be sufficient here to simply describe the main

points of the internal regulations which are covered in section 4.3.3. “Internal regulations.”
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4.4.3 Communication

In addition to official communications for the
purpose of education and training, the organiza-
tion must establish a system to facilitate internal
and external reporting and consultations regard-
ing ethical-legal compliance. This must include
the following:

a. The establishment of a reporting/consulting
system in order to promote communication re-
garding ethical-legal compliance.

b. Regular surveys of the opinions of the organi-
zations members in order to augment the func-
tion of the reporting/consulting system. This
should also contain a requirement for risk as-
sessment and control.

c. The documentation of the results of the survey
and reporting/consulting system.

d. The documentation of, and response to en-
quiries or requests for information from external
stakeholders.

e. Where necessary, to inform the individuals or
departments (including external organizations) of
the nature of all actions taken in response to their
enquiries or requests.

f. To protect the privacy of individuals or de-
partments (including external organizations)
submitting reports or enquiries, unless the other
party expressly forgoes this right.

G 4.4.3 Communication

Communication related to ethics within the organization can be divided into the following three forms.
The first is communication between personnel in charge of ethical-legal compliance management in
order to enhance the efficiency of their activities. This requirement is detailed in section 4.1.1 "General
requirements.” The second form is information which flows from the organizations executive manage-
ment down to all of its members. For instance, the education and training described in section 4.4.2
falls into this category insofar as it represents a mechanism for establishing a unified and standardized
approach to ethical policy throughout the organization.

Communication as defined in this section differs from these two forms. The third form of communica-
tion, covered here, refers instead to the flow of information from the organizations members upwards
to the executive management, and from external stakeholders inwards to the executive management.
The ECS2000 requires the production of these communication channels in order to enable the organi-
zation to rapidly and accurately assess whether or not it is actually conducting itself responsibly with
regard to ethical-legal compliance management. For instance, this form of communication is important
in determining whether or not activity may be taking place somewhere in the organization which is in
violation or not in accord with ethical-legal requirements, the likelihood that such activity is taking
place, and the nature of the relationship between stakeholders and the organization, all of which are
critical forms of information if the organization is to maintain an effective ethical-legal compliance sys-
tem. The remainder of this section will discuss six requirements concerning this communication system.

a. The establishment of a reporting/consulting system in order to promote communication regarding ethi-
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cal-legal compliance.

It is important to establish a reporting/consultation desk where members of the organization who may
be facing an ethical-legal compliance management problem can voice their suggestions for reforms and
other opinions. Of course, although it is only natural for such input to be directed towards the respec-
tive individual’s superior within the organization, it is important to establish reporting/consultation
office and necessary procedures in order to augment this function. Other techniques which can be used
here include in-house phone-in services, electronic mail, help lines, access to reporting and consultation
services provided by external bodies, and open door policies by which organization members can gain
direct access to the executive management personnel of the organization.

b. Regular surveys of the opinions of the organizations members in order to augment the function of the re-
porting/consulting system.

It is important that the organization actively develops mechanisms by which it can detect its own ac-
tions where they are in violation of, or fail to comply with, legal requirements or social standards. For
instance, even where the above mentioned reporting/consultation desk is established, nothing will be
achieved by this unless the organizations members actually avail themselves of the system and use it
for the active contribution of information. The situation often arises in the very early stages of an or-
ganizations ethical-legal compliance activity. Because of this, for instance, it is recommended that the
organization conducts an opinion survey regarding ethical-legal compliance among its members
approximately once every two years.

In addition to the requirements regarding risk on management levels set out in section 4.4.7, there is
also a need to grasp and assess the operational risk incurred given violation of, or failure to comply with
ethical-legal requirements. One possible and highly effective method for accomplishing this would in-
volve a series of interviews with the managers of the organizations various departments in order to as-
sess:

1. The potential risks present in each department,

2. The potential impact for the organization of these risks,

3. The likelihood of these risks becoming actual problems,

4. The degree to which these risks are or can be controlled.

For problems which go beyond the scope of individual department managers, opinion surveys of the
organizations members can also be useful.

It should be understood however, that an organizations levels of potential risks can change rapidly. For
instance, an organizations risk situation can change when:

1. The legal system and social environment surrounding the organizations activities undergoes
change,
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2. The organization is reorganized or restructured,

3. The organization undergoes rapid growth,

4. New production lines are introduced,

5. New products or services are introduced,

6. Nearly designed or modified management information systems are introduced, or
7. Overseas activities are initiated or enlarged.

In these events it is important for the ethical-legal compliance management department to conduct ad
hoc surveys in addition to the regular opinion surveys in order to assess the levels of these risks.

c. The documentation of the results of the survey and reporting/consulting system

It is necessary to introduce a procedure by which information contributed by the organizations mem-
bers can be systematically documented and recorded. It is important to record the results of opinion
surveys, reports and consultations. Keeping records is an important part of resolving individual prob-
lems but it is also very important to the development of an effective organization-wide ethical-legal
compliance management system. Systematic and comprehensive records are essential for producing an
implementation plan, establishing trust among organization members who participate in consultations
and reporting, and in smoothly maintaining an ethical-legal compliance management system despite
organizational changes and personnel rotation.

The following points should be included in records maintained regarding consultations and reports, and
any follow-up initiated in response to them:

1. The content of consultations (making clear the sW1H).
2. Exchanges between the consultee and the officer in charge.

3. The name of the department and officer in charge of considering and planning possible responses
to the consultation.

4. The nature of final response and the reasons and logic underlying its determination (the results of
operational control as detailed in section 4.4.6 should also be included).

d. The documentation of, and response to inquiries or requests for information from external stakeholders.

Inquiries from external stakeholders such as local residents, consumers, trading partners, government
agencies, members of the press and media, should also be accepted and recorded. However, this does
not mean that direct interaction between external stakeholders and the ethical-legal compliance man-
agement department is encouraged. What is important here is that the organization listens to input
from outside its own ranks, and produces a system whereby such input can be faithfully recorded. It is
acceptable for a system to be introduced whereby different departments can handle these inquiries and
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then inform the ethical-legal compliance management department of the nature and results of the in-
formation thus gained.

e. When necessary, to inform the individuals or departments (including external organizations) of the nature
of all actions taken in response to their inquiries or requests.

After the receipt of a report/consultation, having verified the facts concerning the situation in case, and
having formulated a suitable response, the reporter/consultee should be informed of the nature and
contents of that response. In other words where it is determined that there is a need to inform the re-
porter/consultee of the nature of the response to be taken, it is also necessary to inform that person of
progress in the response on an ongoing basis. Also in cases where it is determined that a response to an
inquiry from an external source is necessary and required, it is essential to inform those concerned of
the response taken and the improvements thereby achieved.

In order to go beyond simple legal compliance and extend the organizations activities to include social
contributions, it is essential to develop and mechanism by which the voice of external stakeholders can
be constructively and actively brought in, and by which the organizations ethical-legal compliance
management initiatives and performance can be accurately and freely released to stakeholders involved
and the public in general. Because effectively grasping the voice of external stakeholders is not a simple
task, the quality of communication can be enhanced here by analyzing which group of stakeholders are
most important to the organization and thereafter conducting regular discussions with representatives
of each group. This type of system is currently being pursued by the AA2000 standard.

f- To protect the privacy of individuals or departments (including external organizations) submitting reports
or inquiries, unless the other party expressly forgoes this right.

The privacy of people consulting with the reporting/consulting desk should be protected unless that
person expressly forgoes this right. For instance the privacy of consultees can be protected by placing
the reports of consultations under the management over the ethical-legal compliance management
department, and by restricting access to these documents to only a few authorized personnel. This re-
quirement, in the same manner as point “e” above, is necessary in order to ensure smooth communica-
tion. The respect of privacy is a critical precondition for the realization on an effective system of com-
munication within the organization and all necessary attention should be given to the establishment of
an adequate and efficient process for its protection.
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4.4.4  Ethics compliance management system documents

The organization must produce and maintain a dicate the location of all relevant documents. The
written record (either physical or electronic) of term “main and related documents” refers to the
the main documents constituting the ethical- le- policy of ethics, code of ethics, compliance
gal compliance management system and all manuals, implementation plans, and internal
documents relating to it. This record should in- regulations.

G 4.4.4 Ethics compliance management system documents

“Ethics compliance management system documents” refer here to a system of documents commencing
with the Control Document. The main documents are comprised of the “ethical-legal compliance basic
policy,” “code of ethics,” “implementation plan,” and the “overall internal regulations,” related docu-
ments here refers to the “various compliance manuals” and the “internal regulations” of the respective
individual departments. Other documents include records relating to ethical-legal compliance activities.
The third category of documents includes, for instance, records of education and training, auditing re-
ports, questionnaire survey results, consultation and reporting records, records of problem prevention
and corrective action, questionnaire forms, and checklists for monitoring procedures. This system of
documents is illustrated schematically in exhibit 3.

Exhibit 3: Ethics compliance management system documents

ECS2000
Control
Document
. . Main
Ethics | Implementation D
policy | plan
.| Organisation-wide
CrikaiiGiifes Regulations & Procedures
Various Compliance Manuals Regulations & Procedures Related
P for Specific Departments Documents
Documents Related to Ethical Legal Complianace Other
Documents
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As shown in Part Two of this Guidance Document, the Control Document is a system designed to cover
all the requirements of the ECS2000 in a manner best suited to the particular organization. Because the
Control Document will form the blueprint for all the organizations ethical-legal compliance activities it
is necessary that this document be prepared by the ethical-legal compliance management department
and approved by executive management. Following this it should be distributed to the heads of all the
organizations departments and sections. The ECS2000 Control Document is intended to serve only as
an example, and the organization is not required to comply with it as shown. Instead the organization is
recommended to compile its own Control Document in accordance with its own particular situation and
needs.
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4.4.5 Document control

The organization must establish and maintain a
document management procedure to control the
main, related and other documents which fulfils
the following functions.

a. Ensure that the location of each respective
document is known.

b. Ensure that the latest versions of all documents
essential for the administration of the ethi-
cal-legal compliance management system are
available in all departments where they are
needed.

have been annulled for any other reason are re-
moved from all departments where they have
been produced or are being used. Where they are
not to be removed, to ensure that they are not
used unintentionally.

d. Ensure that all outdated documents which are
stored because of legal obligations or for the
purpose of information collection are suitably
categorized and filed.

e. Ensure that documents are designed for clarity,
that all dates are clearly marked, and that all

documents are preserved for the period required.
c. Ensure that documents which are outdated or

G 4.4.5 Document control

Of particular importance in document control is to systematically produce and maintain all documents
concerning ethical-legal compliance management in such a way as to ensure the effectiveness of the
system and the accountability of the organization with respect to external organizations and third par-
ties. For this purpose it is necessary to prepare a general regulation for the control of documents.

In order to manage the versions and locations of an organizations ethical-legal compliance documenta-
tion it is recommended that a “document control record” be maintained containing a list of all docu-
ments, their history of revisions, reasons for all revisions, and storage locations. Rules for the manage-
ment of the list of documents should be compiled and applied throughout the organization. These rules
may include, for instance the practice of marking all decommissioned documents which (must be stored
for a certain period) clearly in red with a "decommissioned stamp." This alone would greatly reduce the
effort required in managing and using an organizations documents.

Electronic distribution via an intranet is also an effective technique for distributing documents relating
to ethical-legal compliance throughout an organization. Using such a technique, revisions and
decommissions can be accomplished with a minimum of labor, and the need for making copies and the
cost of transporting documents can be eliminated. Measures should be taken however, to ensure that
these electronic files can only be revised and rewritten by authorized personnel.

Where circumstances make it impossible for an organization to manage the documents relating to the
ethical-legal compliance management system, the ECS2000 makes the allowance for the organization
to concentrate its document control on only the main documents. This is permitted however; only when
doing so will not exacerbate the risk of illegal or unethical activity on the part of the organization.
Where the scope of document control is restricted, the organization must insure that it is still capable
of rationally proving that risks are not likely to escalate. In such documents, records describing cases of
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illegal activity during the past three years, the results of opinion surveys administered among the or-
ganizations members, and the results of interview surveys conducted by third parties in general can be
used as evidence. Document control must be performed in a manner which is both efficient and suited

to the scale and nature of the organization.
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Exhibit 4: Document Control Record
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1001 Ethics policy All personnel
1002 | Code of ethics All personnel
10m Compliance manual 1 Accounts
1012 Compliance manual 2 Accounts
1013 Compliance manual 3 HR
1014 | Compliance manual 4 HR
1015 Compliance manual 5 HR
1021 Internal regulations 1 General affairs
1022 | Internal regulations 2 General affairs
1023 | Internal regulations 3 Planning
1024 | Internal regulations 4 Accounts
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4.4.6  Operational control

In the event that the organization receives a re-
port or consultation indicating that an action in
violation of the code of ethics, or the ethical-legal
compliance manual has occurred, it must make

determine which category the problematic action
belongs to must be established and maintained.

The processes involved here in investigation and

redress must be thoroughly documented and

every effort to expeditiously consult the related
these documents subsequently preserved.

departments, investigate the alleged violation,
and take action appropriate to redress the prob-

lem Where claims are made suggesting that the indi-

viduals or departments initiating a report have
become the subject of retaliation, the situation
must be investigated and action to redress this
problem must be taken where these claims are
proven to be valid.

The problematic action here can be classified into
two groups: one which can be handled within the
organization, and one which should be reported
to a relevant regulatory agency. Procedures to

G 4.4.6 Operational control

Operational control can be divided into three groups of activities. The first is to administer a rapid and
effective response in situations where behavior which is in violation of, or fails to comply with, the
ethical policy, the code of ethics, or the various compliance manuals has become apparent. The second
group concerns the elimination of any activities which interfere with the mechanism of compliance.
Specifically, retribution must be made in cases where it is recognized that retaliation has been made
against any member of the organization who has participated in reporting/consulting activities. The
third group of activity concerns formulating a concrete implementation plan and undertaking ethi-
cal-legal compliance activities in accordance with it.

Group 3 has already been dealt with in section 4.4.1 concerning the duties of the ethical-legal compli-
ance management department. The ECS2000 contains a separate clause dedicated to the first and sec-
ond groups of activity because of the considerable importance they hold with regards to ethical-legal
compliance management activity.

The first group of operational control activities carries on from the communication discussed in the
previous section. In other words, when the organization is presented with information via the commu-
nication system, if that communication takes the form of a consultation, suggestions and counseling
should be given. If it is a report of a problem, the situation should be investigated by the relevant de-
partments, the problem should be ranked in terms of its urgency and risk, and necessary actions to re-
solve this problem should be taken. In the latter case there are instances where the department in-
volved is able to solve its own problems and some instances where the approval of executive manage-
ment is necessary. Because of this it is necessary for the organization to decide the way in which it will
deal with and solve problems in order to perform operational control for the first group of activities.
Basically, in the event of a problem occurring, this process involves determining the stakeholders influ-
enced by the problem and the degree to which they are influenced by the problem. Based on this, the
organization must then decide whether it will handle the problem internally, or report it to outside au-
thorities and parties.
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Problems can be handled internally when it is determined that they have very little impact externally.
However, in such cases there are instances where it is advisable to inform the members of the organiza-
tion regarding how the problem arose and the method by which it was dealt with. By contrast, problems
which are deemed to have considerable external impact must also be reported externally. When making
an external report, although it is important to consider the content, scope, and the target of the report,
reports in emergency situations must be prepared and released rapidly. Because of this it is necessary
that the committees and personnel who are responsible for disclosing such information externally be
determined in advance. In the case of first group activities is also important to record the entire process
from the initial stages of preliminary investigation up until actually taking action to resolve the situa-
tion. Keeping records here will have the eventual result of improving the efficiency of operational con-
trol.

The second group of activities concerns the prevention of retaliation and making retribution where re-
taliation has occurred. The procedure here is to first inform all members of the organization that re-
taliatory activity is unethical, where a case of retaliation is reported, a rapid, appropriate and fair inves-
tigation of the incident should be conducted, and in the case that the claim should be proven true, con-
crete action should be taken to make retribution.

Group three activities can be dealt with according to section 4.4.1 “Implementation plan” or in section
4.4.6 “Operational control.” The system used should be designed to match the needs and characteristics
of the particular organization.
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4.4.7  Emergency preparedness and response

The organization must develop and maintain a event that the organization receives information
procedure for use in the event that an emergency indicating that an emergency situation has arisen,
situation arises in which an unethical act involv- this information must be officially reported to
ing the executive officers (the organizations the organization’s executive officers and recorded
highest levels) of the organization occurs. In the as such.

G 4.4.7 Emergency preparedness and response

Emergency situations warrant special attention within the context of implementation and operation.
The ECS2000 defines an emergency situation as a situation in which an organizations executive man-
agement is involved in unfair trading practices or irresponsible behavior which has come to be per-
ceived as a social problem. The general meaning of an emergency situation usually refers to a crisis
which the organizations regular ethical-legal compliance activity is not capable of controlling. Executive
management's involvement in unfair trading and irresponsible behavior is one instance of an emer-
gency which cannot be controlled using regular procedures. Because of this the ECS2000 defines these
situations as “emergencies” and requires that preparations be made in advance to deal with them.

There are some organizations which include in their definition of “emergency situations” and prepare
for such events as fires and environmental accidents, bad publicity, emergency recalls, and widespread
boycott activities. Where they are considered to be relevant, it is acceptable to include them in the list
of crises.

Executive management within some organizations may feel resistance to this requirement regarding
emergency situations. They are likely to question the need to prepare for their own involvement in ille-
gal activities and establish procedures for dealing with such situations. Even though they feel that there
is no possibility of such a situation arising, it is a basic presumption of the ECS2000 that it is important
to plan for such events when they are not in evidence or appear likely to occur. This is because it is vir-
tually impossible to deal with such an emergency situation at a time when the corporation’s integrity
has all but ceased to exist and function.

The actual procedures here are left to the discretion of the individual organization; however the
ECS2000 sets out the minimum requirements for these preparations as follows. In the event that the
ethical-legal compliance management department receives word that an emergency situation involving
executive management has developed, it is to prepare a report concerning the matter and including the
original information, present executive management or individual members of executive management
with a copy of this report, recording at the time and contents of the report and the person to whom it
was reported.

This requirement may appear very simple in the context of some organizations and extremely difficult
in others, however, the point here is that recording such reports in this manner has a very strong effect
upon the organization. Some may criticize this by suggesting that executive management could bring
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pressure to bear to have these reports and their records erased. The response to such criticism is that
the onus is upon the organization to make such fears unnecessary. For instance, in the case of a private
corporation, it should be possible to deal with this by introducing a regulation prohibiting the destruc-
tion of documents without valid reasons (such as their being outdated), or making it impossible for
documents to be disposed of without the approval of the external director in charge of audits or the
head of the ethical-legal compliance management department.

It is important that each organization develops a realistic procedure for handling such situations in the
event they should occur. It should not be forgotten when preparing these procedures that it is the re-
sponsibility of the organization to inform the relative authorities of such problems as early as possible
and to actively participate in subsequent fact-finding and investigation activities. Apart from this, in the
case of a private corporation, it is also useful to establish a special commission such as an auditing
commission staffed by members of the board, or a risk management commission to deal with these
situations effectively and fairly.
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4.5 Monitoring and corrective action

G 4.5 Monitoring and corrective action

There are two levels of meaning within the term monitoring (checking) used in the ECS2000. The first
refers to the monitoring that is conducted throughout the organization on the front line. The second
refers to that conducted by an independent specialist division as part of the ethical-legal compliance
management system audit (also known as an “internal audit” or “audit”). Monitoring and auditing are
not intended as the first line of defense in detecting irregular behavior. Although there may be cases
where these activities will result in the uncovering of irregular behavior, they are primarily intended to
prevent the occurrence of such behavior and are designed and performed to discover problems at their
earliest stages and to identify problems which are preventing the organization from achieving its goals
of ethical-legal compliance.

The ECS2000 is not solely concerned with the preparation of codes of ethics, manuals, and records of
ethical-legal compliance activities. It also emphasizes whether or not an organization is developing an
environment which is supportive of, and positively contributing towards, the growth of ethical values.
These initiatives are meaningless without an actual improvement in the performance of ethical-legal
compliance. It is of course difficult to assess the extent to which an organization is actually performing
in an ethical manner. Administering anonymous questionnaires on a regular basis will enable however,
the organization to ascertain the ethical condition within it.

In section 4.4.3 “Communication,” it was recommended that the organization should regularly conduct
opinion surveys of its members. The intention of these surveys however, is to evaluate the risks and
problems which the organization contains, or to gather information regarding the suggestions of its
members for ethics and social contribution. In comparison to this, the surveys that are initiated as part
of the monitoring process are primarily intended to assess the organizations performance in ethi-
cal-legal compliance.

In the event that such a survey is suggested, comments are often heard to the effect that "it will be
good if the results are positive, but what should we do if the results are unfavorable?" The surveys im-
plemented as part of the monitoring process however, are not intended to yield good results. For in-
stance, if a survey reveals that the organizations ethical-legal compliance performance is less than it
was three years earlier, this alone is a very valuable piece of information. In this case, executive man-
agement should devise a plan for improvement based on these results and include it in the next round
of planning and implementation. This process is covered in detail in section 4.6.

The content, format, frequency, and department responsible for the administration of these surveys are
all left to the discretion of the individual organization. In cases where it is deemed possible, it is ac-
ceptable to administer surveys designed to gather information regarding ethical risk at the same time
that questionnaires concerning ethical-legal compliance performance are administered.
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4.5.1  Monitoring and evaluation

The organization must establish and maintain a derived from consultations and reports from
standing procedure for the regular monitoring members of the organization, as well as the level
and evaluation of matters pertaining to functions and extent of compliance within the organization
with a potentially high social impact, and matters to relevant laws and rules.

G 4.5.1 Monitoring and evaluation

As already discussed above, monitoring is an activity designed to check the performance of each indi-
vidual department. The actual technique for conducting monitoring is left to the discretion of the indi-
vidual organization. An effective form of monitoring however, is to use a checklist. A checklist based on
the code of ethics or the respective compliance manuals can be compiled and used by individual mem-
bers of the organization for self-evaluation, or by the heads of the various departments to evaluate their
own departments or sections.

However, making one checklist for the entire organization and applying it across all the departments is
not a particularly effective method. Such a technique may be effective in the early stages of initiating an
ethical-legal compliance program, however, as the program progresses beyond a certain point, it be-
comes more productive to compile a checklist for each department by considering their respective and
distinct level of social influence, past record of problems, and changes in the legal environment.

Basically, each department tends to have a good grasp of its own risk of illegal activity and potential for
failing to comply with social norms. The members of each respective department are also usually well
aware of whether or not the workplace is actively pursuing, and making achievements in the pursuit of,
its given ethical-legal compliance goals. It is important therefore to prepare a checklist that each de-
partment member can answer truthfully, and that will contribute to further developing an awareness of
ethics in each workplace.

Where monitoring based upon checklists show that within any single department several individuals
respond that they “feel that they lose sight of their given ethical objectives every now and then,” then
the heads of each department (or alternatively the ethics officer or the compliance officer) should rec-
ognize that they have a structural problem within the workplace and should give serious consideration
to processes whereby this problem can be resolved. Where the problem can be resolved within the re-
spective department, necessary action should be taken and that action should be documented. How-
ever, where the problem concerns a specific individual, or when it is difficult to come to a decision on a
possible course of action within the department alone, discussions should be held between the respec-
tive departments under the direction of the ethical-legal compliance officer with the goal of developing
a coordinated solution.
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4.5.2

Where the organization’s actions do not comply
with the policy of ethics, code of ethics or the
ethical-legal compliance manuals, and where the

Correction and preventative action

must then reform the ethical-legal compliance
management system in order to prevent the fur-
ther occurrence of such problems.

administration is found to be in conflict with the
plans and internal regulations, the organization
must initiate an investigation of the conditions
leading up to this situation. The organization

Reforms and preventive measures, taken with the
intention of resolving such actual and potential
mismatches within the system, must reflect the
scope of the gravity of the problems involved.

G 4.5.2 Correction and preventative action

Corrective and preventative action is not initiated solely upon the basis of the results of self-evaluation
through monitoring, but also in consideration of the results of management system audits carried out
by the auditing department. Both monitoring and audits are activities used to determine whether or
not the organization is making progress in the attainment of its ethical goals, and whether or not its
ethical-legal compliance management system is following all relevant laws, standards, policy of ethics,
code of ethics, and respective compliance manuals. In the event that irregularities are discovered by
means of this process, the organization must take corrective or preventative measures as required.

Corrective and preventative measures should be administered according to the following procedures:
1. Determine the cause of the irregularity.
2. Determine and administer the required corrective action.

3. Perform a follow-up audit in order to determine whether or not the corrective or preventative ac-
tion has been effective.

4. Record and document the action involved in the corrective or preventative action and the changes
that resulted because of it.

Wide-reaching corrective actions and modifications should proceed only with the approval of executive
management. This procedure is covered in section 4.6 "Management review" and 4.7 "Drastic system re-
form following emergency situations" respectively.
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453 Records

The organization must develop and maintain a sponse to problems, audit results, opinion sur-
procedure for the production, classification, stor- veys, corrections and reforms. Where issues of
age and disposal of records concerning events individual privacy and confidentiality are in-
and achievements which occur in the process of volved, appropriate recording procedures must
ethical-legal compliance activities including edu- be developed and maintained.

cation, reporting/consulting, redress of and re-

G 4.5.3 records

In order to give proof of its commitment to ethical-legal compliance, and in order to solidify this com-
mitment, the organization is required to record its ethical-legal compliance activities and preserve
these records for a set period of time. In order to accomplish this, the organization is required to clarify
the nature of the activity to which the record relates, the department and individual who prepared it,
the place where it is stored, and the person responsible for its preservation, and to include this informa-
tion along with the record itself so as to enable various searches to be performed at a later date. How-
ever, where the record concerns a matter of privacy, access to it should be duly restricted. A set of pro-
cedures should also be developed to deal with the production, storage, privacy management and dis-
posal of records.

Preserving records of all audits that are conducted and making it possible for them to be searched
automatically is also an important factor contributing to the organizations ability for self-explanation.
Without such records it is not possible for the organization to give proof of its ethical-legal compliance
initiatives and achievements to anyone outside the organization. For this reason the creation and pres-
ervation of records is made a requirement here. "Records" are referred to here in the same meaning as
“other documents” used in section 4.4.4 "Ethical-legal compliance management system documents."
These records include the following:

Training and education: training and education plans, training implementation records, questionnaire
surveys administered after education and training.

Reporting/consultation: records of receipt, solutions to problems, suggestions for modification, confir-
mation records by the respondent.

Opinion surveys: questionnaire forms and results.

Complaints from external and third parties: records of receipt, solutions to problems, confirmation re-
cords by the respondent.

Operational control: cause analysis reports, solutions to problems, and records of corrective action.

Records of preparation for and response to emergency situations.
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Monitoring: checklists, self-evaluation results.

Audits: audit plans, audit contents, results, records of irregularities, records of communication with re-
lated departments.

Audit reports: orders to correct and reform, follow-up audit reports.
Corrective and preventative action: records regarding corrective and preventative action processes.

Management review: review the modification plans, including them as a basis for the implementation
plan of the next cycle.
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4-5-4

The organization must develop and maintain a
procedure for auditing the ethical- legal compli-
ance management system. These internal audits
must be carried out with the intention of ensur-
ing that the ethical- legal compliance manage-
ment system meets with requirements of this
international standard, and that it is appropri-
ately set-up and maintained. Audit reports must
be submitted to the executive officers of the or-

Ethics compliance management system auditing

In order to ensure that the audit is comprehen-
sive in nature, the audit procedure must clearly
outline the scope, frequency and method of au-
dits. The audit procedure must also specify the
authority and responsibility involved in con-
ducting the audit and reporting the audit results.
The requirements for ethics compliance man-
agement system auditing do not preclude the
outsourcing of the audit function to external and

ganization, the office of ethical-legal compliance, third parties.

and the sections which have been audited.

G 4.5.4 Ethical compliance management system auditing

There are basically three requirements for ethics compliance management system auditing. Firstly, au-
dits are required in order to determine whether or not the organizations management system meets the
requirements of the ECS2000, and whether or not it is functioning in accordance with the organizations
own ethics policy, code of ethics, respective compliance manuals and implementation plans. Secondly,
follow-up audits are required after irregularities have been discovered and reported and corrective
measures have been taken to resolve them. And thirdly, audit results should be written up as audit re-
ports and presented to executive management, the head of the ethical-legal compliance management
department, and to the heads of the departments which were subject to the audit.

The department responsible for performing the audits should be made independent of the department
subject to the audit, and should maintain a degree of independence from the ethical-legal compliance
management department. It is also desirable that the auditing department or the individual conducting
the audit has undergone specialist education in that field. However, where the scale and nature of the
particular organization makes it difficult to establish an independent audit department, it is acceptable
for the audit to be conducted by an external organization independent of the department to be audited
or by an individual in a similar position. It is also possible for the ethical-legal compliance management
department to perform the audit function. In such instances the functions of reporting/consultation
and auditing must be clearly separated from each other. Generally this involves assigning different per-
sonnel to each function.

Regardless of the format, it is critically important that the independence and trust of the management
system audit be preserved at all costs. It is important therefore, to define the mechanisms whereby
each organization may effectively perform necessary audits. For instance, audits can be outsourced to
third parties, departments can audit each other, or external experts can be contracted to perform au-
dits.

The following is a description of an audit process:
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1. Preparation

It is generally unrealistic, both in financial and physical terms, to perform an audit which covers all as-
pects of an organizations ethical-legal compliance activities. It is suggested instead that the organiza-
tion prepares its audit plans on several levels. The first level is to plan an audit by concentrating upon
those departments which, by nature of their activities, have a relatively high likelihood of illegal or un-
ethical activities, present a higher level of potential risk, or are in the process of administering a thor-
ough-going modification of their ethical-legal compliance management system. This alone however, is
not adequate as an audit. The second level for planning audits used here is to regularly alter the scope
and frequency of audits (as far as possible given imitations of resources) and attempt to cover the entire
organization which audits using this staggered process.

The scope of audits should be determined by consultation between the auditing department and the
ethical-legal compliance management department. At this stage the organization should also prepare a
manual which can be followed during the audit process, and consider the most important subjects for
the audits in advance.

2. Audit plans and initial meetings.

In accordance with the audit scope determined in the planning stage, the members of the auditing team
for each department which is to be audited should be selected and a schedule for conducting the audits
should be finalized. One effective technique for auditing includes subjecting personnel from each rank
(directors, department heads, section heads, and regular organization members) to a separate and indi-
vidual interview. This technique however, because of the time required to administer it, can cause dis-
ruption to the work process. It therefore requires due consideration for schedules in order to be made a
viable option.

Once the scope of the audit, the main points of the audit, the audit teams and the schedule have been
finalized, the audit team members should be assembled and a pre-audit briefing or meeting should be
held. At this briefing the audit implementation plan, objectives, and main points of the audit should be
discussed and clarified, and the role of all those involved in the audit should also be clearly defined.
Additionally, in order to permit the smooth administration of the audit, the department to be audited
should be informed in advance of the schedule, and should be notified of any necessary documents to
be prepared in advance and, where necessary, the members of the audit team should review these
documents before performing the actual audit.

3. Implementation of the audit.

Information should be collected during the audit which can be used to prepare the audit report. It is
important that evidence gathered during the audit should be based on clear and objective facts. Inter-
views, documents surveys, and direct observation are some techniques which can be used in an audit.
The techniques actually employed however, should be selected in accordance with the nature of the
organization and the situation of the department being audited. Records of interviews conducted dur-
ing the audit become valuable evidence, and it is important therefore to enhance their reliability by
augmenting them with data and information developed using techniques other than interviews.
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Once evidence has been gathered using the audit, it is then necessary to systematically record and ar-
range the data and prepare the audit report. The audit report will become an important part of the audit
findings and it is important therefore that it be clearly based upon facts and presented in a readily un-
derstandable format. Upon completion of the audit a debriefing should be held involving the head of
the audited department and personnel from the ethical-legal compliance department. During this de-
briefing the members of the auditing team should present the findings of the audit and ask for the con-
firmation of their findings. It is important here to present the results of the audit and explain the details
of all irregularities discovered and suggestions for any corrective action which will be included in the
final report. Approval for this should be sought from the head of the audited department.

4. Preparation of the final audit report.

Within a predetermined period of time after completion of the audit the final audit report should be
prepared, distributed to those persons concerned, and any necessary corrective activities should be
proposed. It should be kept in mind that the final audit report will become an important document in
the case of any management reviews. The personnel responsible for conducting the audit will prepare
the final audit report based on the contents of the interim audit report. They should be careful to pro-
duce the final report upon the basis of clear and concrete facts and in an objective manner. Where ir-
regularities have been discovered, developments concerning them made in the period following the
audit should also be noted. In cases where corrective action has already been finalized before the final
audit report is completed, a record of this finalization should be included in the report. Care should be
taken when preserving and storing the audit report in cases where it may contain confidential or pro-
prietary information.

The final audit report should cover the following points:
Goal and scope of the audit.
Date and duration of the audit.
Names of the audit team members and office in charge.

Outline of the audit procedure (including any difficulties that were encountered during the proc-
ess).

Facts revealed by the audit and conclusions of the audit.

Progress made on corrective actions at the time of audit report preparation.

5. Procedures for corrective actions and follow-up audits.

Where corrective orders have resulted from the audit, necessary actions, led by the head of the audited
department, must be taken to redress the irregularities and their cause. In addition in order to fully
utilize the findings of the audit, and in order to confirm the effects of the corrective action, a follow-up
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audit should be administered. The timing and process of the follow-up audit should be determined by
consultation among the ethical-legal compliance management department head, the ethics compliance
officers from the department involved, and the members of the audit team. The approval of the head of
the audited department should also be sought before the follow-up audit is conducted.

And audit checklist as shown in exhibit 5 should be prepared as the basis for the audit. Care should be
taken so that the major requirements of the ECS2000 are met by the audit, and that it is conducted in a
systematic manner.
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Exhibit 5: Overview of ethics compliance management system auditing

Audit content
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4.2 Formulating an ethics compliance basic policy & producing manuals

4.21 Formulating an ethics compliance basic policy

4.2.2 Disclosure of ethical-legal compliance policy & producing manuals

4.3 Planning

4.3.1 Implementation plan

4.3.2 Legislation & other related regulations & rules

4.3.3 Internal regulations

4.4 Implementation & operation

4.4 Structure & responsibility

4.4.2 Education & training

4.4.3 Communication

4.4.4 Ethics compliance management system documents

4.4.5 Document control

4.4.6 Operational control

4.4.7 Emergency preparedness & response

4.5 Monitoring & corrective action

4.51 Monitoring & evaluation

4.5.2 Correction & preventative action

4.5.3 Records

4.5.4 Ethics compliance management system auditing

4.6 Management review

4.7 Drastic system reform following emergency situations
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4.6 Management review

In order to ensure that the ethicallegal compli-
ance management system is appropriate and ef-
fective, the organization’s executive officers must
review this system at regular, pre-determined
intervals. The organization must collect and
manage the information needed by executive
officers in their evaluations and reviews of the

a systematic manner.

From the viewpoint of the continuous improve-
ment of the system, taking into consideration the
results of the ethics compliance management
systems audit and changes in conditions, the ex-
ecutive officers should, if necessary, modify the

policy of ethics, code of ethics, internal regula-
tions, education programs, and report-
ing/consulting system.

management system. These managerial reviews
must be made upon the basis of data collected in

G 4.6 Management review

Communication, operational control, and audits are all activities by which the organization can discover
the structural problems and potential risk of illegal and unethical behavior before they occur. If nothing
is done however, upon discovering these problems, the organizations ethical-legal compliance per-
formance cannot hope to be improved. It is here that the ECS2000 calls for the last stage of the P> D> C>
A cycle, that of review. The scope of review here is extremely wide. Starting with the policy of ethics it
includes all the details of the legal ethical compliance behaviors. Generally, in cases where the review is
extensive enough as to require the input of the entire organization, the content of the review must be
included in the implementation planning stage (the “P” in the PDCA) of the next cycle.

The ECS2000 stipulates here that the organization must "collect and manage the information needed
by executive officers in their evaluations and reviews of the management system. These managerial re-
views must be made upon the basis of data collected in a systematic manner.” This requires that the
organization be innovative in its data collection techniques. As an example the organization could make
use of the following communication channels and procedures.

The first is the audit report. Problems evident in the current ethical-legal compliance management sys-
tem, current progress in rectifying problems identified and called for in past reports, and progress to
date in achieving the goals set out in the implementation plan are all the described in the conclusion of
the report. Reviews can be considered based upon this material.

Secondly, another major source of information comes from the variety of data which is collected within
the ethical-legal compliance management department in the course of its normal activities. For in-
stance, information collected at the reporting/consultation desk, inquiries and complaints received
from trading partners dealing with the organization, opinions expressed by members of the organiza-
tion with regards to ethical reforms believed necessary to improve aspects of various processes within
the organization, opinions of members regarding the policy of ethics, requests and demands made upon
the organization by stakeholders, and information on problems occurring from the need to adapt to
changing legal regulations. All these forms of data can be used as the basis for considering possible re-
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views.

Third, data collected as a result of opinion surveys conducted as part of communication activities and,
opinion surveys conducted during audits can be prepared and presented to executive management.

Fourthly, another source of information is to be gained from the data submitted by organization mem-
bers as a part of their obligations under the “individual self evaluation ethical compliance reporting sys-
tem.” Under this system members of the organization are required to submit an annual report on their
individual compliance performance for the past year. Even when told that they can freely consult re-
garding anything that concerns them, the members of a typical organization will rarely take advantage
of this. It is particularly difficult for most people to offer information in this manner, especially when
this information concerns a colleague. In order to ameliorate this reticence, and in order to gain infor-
mation on potential risks within the organization, an individual reporting system can be particularly
useful.

Fifthly, information gained via the open door policy can be used here. Be it from audit reports, everyday
information, results of opinion surveys, or through the “individual self evaluation ethical compliance
reporting system,” the executive management is capable of assembling a considerable body of informa-
tion. However, because this information is arranged by respective departments in a sense it has also
been subjected to a filtering process. The so-called "open door policy” is a technique for avoiding this
filtering. This involves an organization member going around the usual chain of command and speaking
directly with the chief executive officer or a member of the board. This technique is extremely effective
for rapidly assessing potential problems or problems in their very early stages.
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4.7 Drastic system reform following emergency situations

In the event of an emergency situation wherein consultations and review by an external body and
executive officers of the organization are in- initiate a through-going reform of the organiza-
volved in unethical behavior, upon conclusion of tion.

the emergency the organization must submit to

G 4.7 Drastic system reform following emergency situations

The ECS2000 contains one more requirement regarding management review - this consists of a fol-
low-up procedure where executive management has been a party to illegal or unethical behavior. The
development of a procedure for dealing with emergency situations, as required by section 4.4.7, canina
sense be said to be a preventive measure for these problems. For example, "Emergency preparedness and
response” can be said to be a solution based on preventing irregularities, or solving them in their very
early stages. Requiring rapid handling of these problems immediately after their occurrence is also an-
other technique for preventing them or discovering them at the very early stage in the future.

In comparison, the "drastic reform" and "thoroughgoing modifications” discussed here is based on the
idea that there must be serious structural problems in any organization in order to allow the executive
management to become involved in serious illegal or unethical acts. Occurrence of such acts warrants a
drastic reform of the entire organization. Some may ask "what is in there left to be done after having
already undergone legal, political, and social censure at the discovery of a major wrongdoing." However,
after being forced to face their shortcomings in front of the media, and promising to renew their efforts
to act as responsible corporate citizens in the future, most corporate executives fail to make any real
efforts to reform their ways whatsoever. Such performances do nothing to fulfill a corporation’s obliga-
tion of accountability towards their members, and external stakeholders. This is the reason why the
ECS2000 requires drastic reform after an emergency situation.

The "consultation by an external body" mentioned here refers to receiving advice regarding organiza-
tional reform from an independent organization. The process of selecting such an independent organi-
zation is left to the discretion of the organization itself. However, this does not mean that the organiza-
tion may seek out an external consultant who is likely to avoid giving any "difficult advice." Has already
stated, the ECS2000 places a strong emphasis upon the organizations obligation for social accountabil-
ity. Any organization which is giving due emphasis to its own social accountability should have no diffi-
culty in choosing an appropriate consulting body. It is important that the organization choose to a con-
sulting body which it can both trust, and will seriously challenge it to reform. Receiving advice from
such an organization is a certain way to commence a through going reform. In any organization those
most likely to resist reform are the organizations own members. Receiving advice and consultation from
an external body is essential for both fulfilling the organizations obligation for social accountability and,
at the same time, for overcoming internal resistance to fundamental change.
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ECS2000 Control Document Example

Model Corporation’
Version 1

January 1, 2001

Distribution: Ethics Office

Approved by:

Mike Ettucal

Mike Ethical
President

Model Corporation Inc.

' “Model Corporation” is a fictitious company name employed in this example in order to indicate places where an organization would be
expected to place its name within the completed control document.
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Notes on Cover

It is important to gain an understanding of, and secure cooperation for, an ethical-legal compliance
management initiative from among the members of the organization when introducing and utilizing the
ECS2000.

For this it is important to first create the necessary awareness of the overall management system
involved in the ECS2000 among all those concerned. This Control Document is designed to assist in
achieving this goal.

The Control Document presented here is, however, only an example. Different formats or styles may be
used where appropriate.

It is desirable that the Chief Executive Officer of the organization gives final approval for the Control
Document. As an indication of this approval, and as a clear message of support, the Chief Executive
Officer should sign the Control Document.
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ECS2000 Control Document Example Page #: 02
Document #: | ECS-1000, 2000
Section | 1. Scope Date: Year/Month/Day
2. Normative references Version: o1
1. Scope
1-1 Scope

This ECS2000 Control Document (referred to below as the Control Document) should be applied to all
executives and employees (referred to below as personnel) of the organization equally.

The Ethical-Legal Compliance Officer (referred to below as the Ethics Officer) and the Heads of Departments
within the organization (referred to below as Managers) are expected to promote the following actions and
procedures:

1.

2.

To prepare, maintain and improve an Ethical-Legal Compliance Policy (referred to below as an “Ethics
Policy”), Implementation Plan, and Internal Regulations as needed to conduct the business of the
organization in a manner both fair and fitting.

To check whether or not the organization is acting in accordance with the ethical policy set out in this
control document and, where necessary, to publicize achievements of the goals set out within the
implementation plan.

To realize the organization’s social influence, increase the transparency of its operations, and fulfill its
social responsibility and obligation for accountability.

Normative References

(1) ECS2000 V1.2

02

Note

In a private corporation the scope of coverage of the Control Document includes all personnel from the
CEO and Corporate Officers to regular, full-time employees. In other forms of organization this scope
should be set to include all members from the executive manager down to individual members.

An Ethics Policy must be produced and disclosed as part of the process of introducing and maintaining the
ECS2000. Organizations are also encouraged to prepare and make publicly available a Code of Ethics, (in
the case of a financial institution a Compliance Manual) Implementation Plan, and Implementation Progress
Report.

The only normative reference cited here is the ECS2000. Where necessary other standards may be added.
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ECS2000 Control Document Example Page #: 03
Document #: ECS-3000
Section | 3. Definitions Date: Year/Month/Day
Version: o1
3 Definitions

Definitions of terms used in the Control Document are as follows:

1.

Ethical Policy: refers to a set of Ethical-Legal Compliance Objectives which the organization has prepared
and publicized, and which it considers should be followed by all personnel.

Ethical-Legal Compliance Management System Document: Documents which detail the ECS2000
initiative of the organization, centered upon the Guidance Document and including regulations,
standards, and records relating to Ethical-Legal Compliance Management.

Implementation Plan: An annual (or multi-year) plan prepared by the ethics officer or department heads
with the purpose of concretely realizing the ethics policy. For instance, the subjects and timing of training
and education programs, gradual improvement of the reporting and consultation system, education to
promote awareness of ethics, various initiatives intended to improve the conduct of respective business
activities from an ethical perspective, and initiatives for social contribution activities are included in this
overall plan.

Internal Regulations: Rules of operation intended to ensure that the ethics policy functions as intended.
For instance, the authority and responsibility of offices established to manage ethical-legal compliance
would be setout in such regulations.

03

Note

Key terms used in the Control Document should be defined here in order to facilitate ease of use for
those expected to refer to and use it. Definitions need not be included here if it is deemed clearer to
define terms in the sections in which these terms are actually used or first introduced.

Care should be taken when a different meaning is attributed to terms already used within the
ECS2000. For instance, it is important to clearly denote instances where the term emergency
situation is not used to refer exclusively to inappropriate actions by members of executive
management, but also includes accidents and disasters.
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ECS2000 Control Document Example Page #: 04

Document #: ECS-4000, 4100

Section | 4. Ethics compliance management system requirements Date: Year/Month/Day
44 General requirements Version: o1

4.
44

Ethics compliance management system requirements

General requirements

All the requirements of the ECS2000 are illustrated in Section 4 “Ethics compliance management system

requirements.”

The organization will establish, maintain and continuously improve upon a system by which these

requirements may be satisfied.

The ethics officer will be responsible for the maintenance and management of the control document.

A management cycle as illustrated below will be implemented in order to achieve an ongoing improvement of

the system.

Overall structure of the control document & management system

Ongoing Improvement

Act:

Revise the ethical-legal compliance policy, code of ethics and internal regulations.

Initiate reforms based upon results of internal audits and surveys.

Perform management system reviews.

Check:
Audit compliance to the ethics policy, code of ethics and other manuals.
Perform ongoing audits of the overall ethical-legal compliance management system.

Prepare and distribute reports of internal audits and attitude surveys.

Do:

Appointment of personnel and of offices to

the ethical-legal compliance policy.

Clarification of the functions, responsibility, and authority of these personnel and offices.

Implementation and promotion of training for and communication

regarding ethical-legal compliance.

Establish control of document, operational and emergency procedures.

Plan:

Formulation by Executive Management of ethical-legal compliance policy.

Formulation of a Code of Ethics and d of an impl ion plan.

Organization of laws and applicable regulations.

Development of Internal Regulations for the implementation of
the ethical-legal compliance policy.
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04

Note

The Control Document represents an adaptation of the ECS2000 to the needs of the individual
organization.

Ethical-legal compliance initiatives place the greatest importance upon ongoing improvement. It is
therefore necessary that the organization undertakes its implementation of the ECS2000 in terms of an
ongoing PDCA cycle.

It is not necessary to be overly concerned with the more detailed requirements of the ECS2000 during
the early stages of its introduction. It is more important at this stage to fully cover the overall structure of
the ECS2000.

Efforts to satisfy the more detailed requirements of the ECS2000 should be made in the course of making
further and ongoing improvements in ethical-legal compliance activities.
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ECS2000 Control Document Example Page #: o5

Document #: ECS-4200, 4210

Section | 4.2 Ethics compliance policy & manual making Date: Year/Month/Day
4.21 Ethics compliance policy making Version: o1
4.2 Ethics compliance policy and manual making

Concrete policies and codes of behavior for ethical-legal compliance are based upon the following three

foundations:

The “Ethical-legal Compliance Policy of Model Corporation” the Ethics Policy
The “Ethical Code of Model Corporation” the Code of Ethics

The respective Compliance Manuals

4.2

Ethics compliance policy making

The Ethics Policy of Model Corporation

Basic Principles:

We, the management and employees of Model Corporation, hereby declare our intention to introduce and
maintain a system of ethical-legal compliance which, grounded upon our corporate values, fulfils all legal and
reasonable social requirements placed upon us. In order to accomplish this we set forth the following basic
principles whereby we will:

1.

2.

10.

Conduct our business in accordance with our social responsibility and public duty.

Respect individual members of our organisation and create a positive and constructive work
environment.

Respect both the letter and the spirit of the law.

Conduct our business activities in a fair and transparent manner while taking full responsibility for our
actions and their results.

Cooperate with and respect the rights of our local communities and all those who have dealings with our
company.

Respect the rights of the international community and strive for ever higher standards of living for all.
Steadfastly resist any illegal or improper demands made of us.
Protect the natural environment for the sake of generations to come.

Choose integrity in such instances where ethical behavior and the search for profits conflict.

Mike Ettucal

CEO, Model Corporation

Build a corporate culture where these principles may flourish.

In order to implement this policy of ethics, achievement objectives should be set for all respective departments

within the organisation and an implementation plan developed.
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o5

Note

Writing the Basic Principles of Ethical-legal Compliance (Ethical Principles) requires considerable effort
on the part of the organization.

Although organizations usually establish special projects or committees in order to produce their policies
and codes of ethics, particular care should be taken to ensure that these principles of ethics are based on
a broad, company wide consensus.

There is no standardized method available for developing a set of principles, instead several methods,
including the following, can be found:

1. Using corporate value statements and policies, and other statements issued by industrial
associations, as references.

2. Using the policies and principles established by other leading organizations in a process similar to
benchmarking.

3. Organizing issues and values by stakeholder and using these lists to compile a comprehensive code.

4. Using the policies and codes of parent or related organizations as the basic framework for one’s own
policy.
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ECS2000 Control Document Example Page #: 06
Document #: ECS-4220
Section | 4.2 Ethics compliance policy & manual making Date: Year/Month/Day
4.2.2 Disclosure of ethical-legal compliance policy & manual | yersion: o1
making
4.2.2 Disclosure of ethical-legal compliance policy and manual making

1.

a.

b.

2.

Disclosure of policy of ethics

The ethics officer will compile a booklet based upon the ethics policy as developed by the ethics committee and
distribute it to all personnel.

This booklet will be made available to all external parties who may request it.

Review of policy of ethics

The policy of ethics should be reviewed annually. According to the results of this review, the same policy may be
used as is until the next review.

3. Review of code of ethics

a. Asanintegral part of the policy of ethics, the code of ethics should be applied to the behavior of all personnel.

b. The code of ethics should be reviewed at least once every three years. According to the results of this review,
the same code may be used as is until the next review.

4. Development of the respective compliance manuals

a. Where deemed necessary by the head of a department as necessary to control unethical behavior, a compliance
manual containing a commentary on laws and regulations applicable to the respective business may be
developed.

b. As a part of this development process the ethics officer and department head must review the manual to
ensure that it complies with the policy and code of ethics.

06 Note

The policy and code of ethics must be presented in such a manner that it can be used throughout the
organization.

The policy of ethics must be made publicly available. Disclosure of the code of ethics depends upon the
respective organization but is, however, highly desirable.

Individual compliance manuals are designed and produced for use in specific departments or occupations
within the organization. They may also be developed in reference to specific topics or problems. It is not
necessary, therefore, that these manuals be distributed to all personnel.

It is not necessary to develop a compliance manual where use of the code of ethics alone is considered
sufficient to deal with any risks which the organization may face, or where the use of manuals developed
by third or other parties is deemed sufficient.
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ECS2000 Control Document Example Page #: o7
Document #: ECS-4300, 4310
Section | 43 Planning Date: Year/Month/Day
4.31 Implementation plan Version: o1
4.3 Planning
4.31 Implementation Plan

Department heads will determine their department’s implementation topics, achievement objectives,

delegate responsibility and produce an implementation plan.
1. Where possible achievement objectives should be stated quantitatively.

2. Implementation plans should be submitted to the ethics officer on a regular basis.

Implementation Plan Example

Section

Basic implementation points

Achievement
goal

Person
responsible

Sound business
management

Coordination of internal regulations applicable
to respective department.

Training in insider trading prevention &
restrictions for managers.

Corporate governance study workshops.

Management of work
environment &
respect of individuals

Production of a work environment development
plan.

Implementation of work environment
monitoring.

Production of a sexual harassment counseling
manual.

Legal compliance

Review of laws and regulations applying to
respective department.
Research into previous examples of violations.

Fair business

Training for employees engaged in government
related business.
Anti monopoly law study workshops.

Coexistence with local
society

Implementation of monitoring of waste disposal
contractor.

Encourage volunteer activities among
employees.

Coordination with
international society

Prepare foreign language versions of the Code
of Ethics.

Promote cultural understanding among
employees.

Social demands

Maintain a telephone manual for external
inquiries.
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o7

Note

The organization of the objectives given in the implementation plan may differ according to the size of
the organization. In a smaller organization, for instance, it may be more efficient to organize objectives
on a company-wide basis, whereas in larger organizations it may be more practical to organize objectives
for each individual department.

The implementation objectives shown here are only examples. Objectives must be designed to suit the
respective organization.

Implementation objectives should be expressed quantitatively wherever possible. Time spans,
percentages and periods, for instance, should be included.
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ECS2000 Control Document Example Page #: 08
Document #: ECS-4311
Section | 43 Planning Date: Year/Month/Day
4.31.1 Implementation plan document Version: o1

434 Implementation Plan Document

Department heads should document progress in the accomplishment of implementation objectives.

o8 Note

Organizations should prepare a form with which to manage and evaluate implementation progress of
individual departments which best suits their own particular situation.

However, once the organization has determined its own particular format, it is necessary that it be applied
throughout all departments in order to ascertain progress.

Organizations are encouraged to publicly report their progress on their implementation plan annually. At
present the markets and society are highly concerned with the ethical, social, and environmental initiatives of
organizations. There is great interest in the evaluation and support of these activities. At a time like this, in
order to gain the trust and support of society, it is important for organizations to disclose relevant information
in a positive manner.
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ECS2000 Control Document Example Page #: 09
Document #: ECS-4320
Section | 43 Planning Date: Year/Month/Day
4.3.2 Legislation & other related regulations & rules Version: o1
4.3.2 Legislation & other related regulations & rules

The ethics officer and department head should review laws and other regulations which apply to their organizations
activities and make readily available a commentary describing and explaining these obligations.

This would entail the following:

1. The legal department should closely monitor changes and developments in the laws and regulations applicable
to the organizations activities.

2. Governmental orders and directives pertaining to a particular department should be reviewed and filed by the
department heads. Access to this information should be made available upon request.

3. Should the department head, while performing the review described above in point two, discover changes in
laws and regulations which pertain to another department, they should pass on that information to the other
departments concerned.

4. The ethics officer should perform checks on an ongoing basis to determine whether changes in relevant laws
and regulations require that the control document be modified. When the need for modification arises it should be
performed without delay and in accordance with the modification procedure.

09 Note

Keeping up to date with the latest rules and regulations can constitute a considerable burden for smaller
organizations. Smaller organizations should consider using publicly available information sources such as the
Internet.

Larger organizations should establish specialized departments such as legal departments, or retain the
services of a legal adviser in order to keep up to date with legal changes. Where the organization relies on
specialized departments or external advisors, department heads should take care to ensure that the copies of
all laws and regulations stored within the departments are up to date. This process can be supported by
holding seminars and workshops regarding changes in laws and regulations for the department heads.
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ECS2000 Control Document Example Page #: 10
Document #: ECS-4330
Section | 43 Planning Date: Year/Month/Day
4.3.3 Internal regulations Version: o1
433 Internal regulations

In order to ensure the effectiveness of the ethical legal compliance initiative the following internal regulations
should be developed. Personnel concerned should be encouraged to read and abide by these regulations.

Number Title Date Responsible

Introduction | Modification department

001 Basic rules of ethical-legal compliance Ethics Office

002 Basic procedures for ethical-legal compliance HR

education & training

003 Document control rules Legal

004 Internal auditing rules for ethical-legal compliance Auditing

005 Ethical-legal compliance committee regulations Ethics Office

006 Disciplinary procedure for violation of ethical-legal HR
compliance

007 System of awards for achievement & contribution in HR

ethical legal compliance

008

009

o10

10 Note

Although several internal regulations are shown in the above example, they are given as an illustration and not
as an initial requirement. A more realistic approach would be to develop these regulations gradually overtime
as part of the organizations ongoing ethical legal compliance initiative.

Fundamental regulations such as the "Basic rules of ethical-legal compliance" should be submitted for
authorization by the Board of Directors.

It is not necessary to develop all of these regulations as separate and independent documents. Where possible
these regulations can be compiled and included as part of the control document.
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ECS2000 Control Document Example Page #: 1
Document #: ECS-4400, 4410
Section | 4.4 Implementation & operation Date: Year/Month/Day
4.4 Structure & responsibility Version: o1
4.4 Implementation & operation

4.4 Structure & responsibility

The ethical legal compliance organization of Model Corporation is as follows. The purview and authority of each
department and committee is outlined below and in the relevant sections of the control document.

Model Corporation will provide these departments with physical, labor, technical, and financial resources as their
activities require.

Ethics Committee Board of Directors Auditors
CEO
Ethics Officer Legal Department HRM Department Audits Office Other Departments

Ethics Office

1. Ethical legal compliance committee (ethics committee): responsible for producing ethical legal compliance
policies for the whole organization and reviewing the ethical legal compliance management system. The chair of the
committee should be chosen from among personnel of the rank of senior vice president or above, and the
committee members should be drawn from senior management. The ethics office should provide administrative
support to the committee.

2. Ethical legal compliance officer (ethics officer): the most senior official responsible for the promotion of the
ethics policy. The head of the ethics office may be assigned to this role.

3. Ethics office: gives administrative support to the ethics committee, and performs day-to-day administrative
functions of ethical legal compliance. For instance, management and modification of the ethics policy, review of the
plan where required, administration of reporting in consultation activities, communication with third parties
regarding the organizations ethical legal compliance, and review and assessment of the implementation process.

4. Legal department: management of laws and regulations. Provides legal support to departments within the
organization.

5.  Human resource management department: implementation of education and training programs, discipline of
infractions of ethical legal compliance requirements, awards for special achievement in ethical legal compliance.

6. Audits office: responsible for auditing the activities of the organization and related organizations, and the
management and administration of the ethical legal compliance management system audit.

7. Departments: develop ethical legal compliance implementation plans in accordance with the policy of ethics,
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periodically review ethical legal compliance activities and conduct education and training for all personnel within
the department, and manage and update the internal regulations developed within the department.

m

Note

The organizational structure and lines of responsibility shown here are given only as an example.

For instance, the establishment of an ethics committee and an ethics office are not compulsory. In accordance
with the size of the organization it is acceptable that these functions be performed by the legal, general affairs,
and human resource management departments. However, in such instances, it is essential that the individual
within the organization with the ultimate responsibility for ethical legal compliance be clearly identified, and
that the identity of this individual, their role and function, be made clear to all personnel.

Where an ethics committee is established it is possible to include among its members personnel from the
auditing and legal departments.

In the case of large organizations, in order to ensure the efficiency and effectiveness of the organization-wide
ethical legal compliance initiative, it is also possible to establish the position of an ethics officer, who would
report to the head ethics officer, within each individual department. Where such a system is established, it is
necessary to clarify reporting relationships between these officers and their respective responsibility.
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ECS2000 Control Document Example Page #: 12
Document #: ECS-4420
Section | 4.4 Implementation & operation Date: Year/Month/Day
4.4.2 Education & training Version: o1

4.4.2 Education & training

1.

Annual training plan

The department head should prepare an annual plan for the implementation of ethical legal compliance training for
all members of the department. This plan should be submitted to the ethics officer.

2.

Report to the ethics committee

The ethics officer should submit a report to the ethics committee outlining the training plans produced by the
department heads.

3.

Record of training

The department head should implement ethical legal compliance education and training in accordance with the
training plan and maintain a record of all training programs and their content.

12

Note

Training and education are among the most important activities involved in the successful introduction of in
ethical legal compliance management system. For the first three years after introducing the ECS2000, for
example training and education should be given to all personnel on an annual basis.

The aim of this training is to promote awareness among all personnel of the organizations ethical legal
compliance initiative.

Violation by even a single member of the organization will undermine the entire organization’s position. It is
necessary therefore, that all personnel be exposed to an ongoing program of training and education. In order
to facilitate this, it is necessary to keep a training record of all personnel.

After the goals of general education and training have been met, it is possible to shift the focus of training
initiatives to address specific issues or problems with which the organization may be particularly concerned.

A record of education and training can serve as concrete proof of an organization’s commitment towards
accountability. It is important therefore, that the organization maintains a record of training and education.
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4.43 Communication
1. Reporting and consultation

Several methods and channels of communication should be established to facilitate the reporting and consultation
process. A consultation desk, written form of inquiry and an intranet based reporting and consultation mechanism
should be established.

2. Reports and consultations from personnel

In principle all reports and consultations regarding ethical legal compliance should be lodged with an employee's
immediate superior. However, where this is thought to be inappropriate, reporting and consultation should be
directed towards a manager suitably located within the organization or otherwise directly to the ethics office.
Where the report or consultation refers to activity which is in violation of the code of ethics or compliance manuals,
the manager receiving the report or the ethics office should make a report to the ethics officer.

3. Protection of individual privacy

Whether it be a manager or a member of the ethics office, anyone receiving a report or consultation must protect
the privacy of the reporter. Where resolution of the situation requires that the name of the reporter be disclosed,
permission must first be obtained from the reporter, and the number of people receiving this information should be
kept to an absolute minimum.

4. Inquiries from external stakeholders regarding ethical legal compliance

The public relations officer of the legal department should respond to inquiries from external stakeholders after
consultation with the ethics office and the departments involved.

5. Records of reports and consultation

All reports and consultation's regarding ethical legal compliance must be recorded and filed. Care must be taken to
protect the privacy of the reporter.

6. Prevention of retaliation

The ethics officer must make clear to all personnel that no retaliation against a reporter will be tolerated.
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Note

Communication here refers to establishing a department or some other means whereby reporting and
consultation can be made possible, while at the same time ensuring the protection of the privacy of individual
reporters.

The organization must determine its own policy for handling anonymous reports and consultations.

The need for this will depend upon the organization's willingness and ability to protect the privacy of
individuals. For instance, where the organization has an adequate system for the protection of privacy it may
choose not to accept or act upon anonymous reports and consultations. With the exception of defamatory and
derogatory attacks upon other personnel, the organization should at least look into such reports.

In the case of smaller organizations the establishment of specialized consultation facilities may serve instead
to undermine the privacy of individuals. It is recommended therefore that the reporting and consultation
activity be delegated to a trustworthy external organization.

A system must be developed whereby claims and complaints by external stakeholders can be accepted and
handled. Reports from external stakeholders require particularly careful attention.

After the system has been introduced and has been in effect for a certain period of time the organization may
consider establishing a system whereby the comments and constructive criticisms of external stakeholders can
be received and, where necessary, included in the next implementation plan.
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4.4.4

Ethics compliance management system documents

Beginning with the control document, the ethical legal compliance management system documents of the
organization are comprised as follows:

ECS2000
Control
Document

Ethics
Policy

Implementation
Plan

Code of Ethics

Organisation-wide
Regulations & Procedures

Main
Documents

Various Compliance Manuals

Regulations & Procedures

Related

for Specific Departments Documents

Other

Documents Related to Ethical Legal Complianace
Documents

14

Note

All documents relating to the ethical legal compliance management system are organized here. As can be seen
from this exhibit, the ECS2000 control document constitutes the key document in the system.

In cases where the organization already has and maintains a document control system, ethical legal
compliance management system documents can be included in this or, if necessary, a separate and specialized
system can be established. Each organization should develop a system which best suits its own needs.

Although developing a document control system can be somewhat tedious in the beginning, it is necessary to
establish an effective system from the earliest stages. Establishing such as system after a considerable volume
of documents has already been produced will only increase the burden placed upon the organization’s
administrative resources.
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4.4.5 Document control

In order to ensure the smooth and effective functioning of the ethical legal compliance management system, and to
ensure accountability with reference to external parties, the organization will manage its documents according to
the following system.

1. Management of original texts: storage of original main documents will be managed by the legal department.
The respective departments will manage the storage of related and other documents.

2. Document management record: departments managing the storage of original documents will make a record
for each new document and note it in a document management record. The development, modification, and recall
of all documents will also be noted in this record.

3. Management of discontinued documents: copies of all discontinued documents will be destroyed. The original
will be marked as "void" and stored in a special file reserved for that purpose.

4. Classification of documents: in order to help each department use documents in an appropriate way all
documents will be classified as follows:

a. Control documents: these documents must be marked and signed by the officer for document control.
Whenever revised, control documents should be replaced by the latest version.

b. Non-control documents: documents of a reference or informative nature. Non-control documents should
not be replaced by the latest version.

5. Management of copies: copies of documents will not be subject to document control.

15 Note

The document control system illustrated here is a particularly comprehensive example.
Further details regarding the document management record can be found in section G.4.4.5.

In smaller organizations a comprehensive system of document control can constitute a considerable burden.
In such cases a system covering only the key documents may be introduced and maintained.

Simplification of the document control system, however, should be avoided in cases where doing so exposes
the organization to increased ethical or legal risk. This simplification is also not advisable in organizations or
industries where it is not legally permitted.

Document control systems should be developed with the objective of controlling ethical and legal risk,
improving ethical legal compliance achievement, and reducing the administrative burden.
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4.4.6 Operational control
1. Response to reports and consultations

The ethics officer will be responsible for giving appropriate advice upon receiving reports or consultation from
personnel. The ethics officer should also take the following action as illustrated below upon receiving a report
regarding behavior which is in violation of the code of ethics or compliance manuals.

— Survey of Facts & Coordination with Departments Involved

Y

Jv Appropriate Action

Decision of Public Disclosure & Consultation with Chair of Ethics
Committee

Ethics Officer

Y

Documentation of Procedure & Action

2. Response towards retaliatory activity

Model Corporation prohibits any form of retaliation being made against individuals or departments which have
lodged a report or made a consultation. However, in the event of such reprisal, the ethics officer should initiate an
investigation to determine the individuals responsible for such action and, upon consultation with the head of
human resources, take appropriate action. Confidentiality should be maintained so as to prevent any further injury.

3. Review of implementation plan progress

The ethics officer should receive a report from all departments every six months regarding progress towards
achieving the objectives set out in the ethical legal compliance implementation plan. Where these reports reveal
problems, a report should be made to the department head and, when necessary, to the ethics committee. The
department head, upon notification by the ethics officer of a problem, should take the appropriate corrective action
as soon as possible and where necessary modify the implementation plan.

The ethics officer and department heads should also prepare an annual progress report to be submitted to the
ethics committee. Where necessary, after authorization by the ethics committee, the ethics office may prepare and
release a summary of these reports to outside stakeholders.
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Note

There are three requirements set out in the section on operational control. The first concerns response to
communications, the second refers to response to, and corrective action for, retaliation following reporting
and consultation, the third refers to reviewing progress on implementation plans and promoting achievement.

The third requirement is covered under section 4.4.6 “Operational control” or under section 4.4.1.6
“Administration of the implementation plan.”

It is more efficient to treat the first requirement separately from external reports and consultations.

The third requirement, the response to retaliation is a critical factor in ensuring a successful ethical legal
compliance initiative. Responses should be both prompt and effective.
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4.4.7 Emergency preparedness and response

1. In the event that the ethics officer should receive information proving that the executive management of
Model Corporation are or have been involved in activity of an illegal or unethical nature, they should, in
accordance with the procedure illustrated below, inform the ethics committee chair and request that the
ethics committee be convened and the facts of the case examined.

Emergency Situation

v

Ethics Officer

v

Consult with Chair of Ethics Committee

v

Convene Ethics Committee

v

Survey of Situation / Legal Consultation —>
,l, Report to Board of
Directors
Decision of Public Disclosure —>
Y Y

Appropriate Action

Y

Appropriate Documentation

Footnote 1: a meeting of the board of directors must be convened when the potential violator is a member of the board.

Footnote 2: where the potential violator is the chair of the ethics committee, the ethics committee may be convened and chaired by a member of
the board.

Footnote 3: where the potential violator is a member of the ethics committee they should be excluded from the meeting.

2. In the event that it is proven that a member of the executive management or the corporation as a whole has
been engaged in illegal or unethical behavior, the company should report this fact to the appropriate
authorities, cooperate fully in all investigations, and make all possible efforts to remedy the situation.
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Note

Involvement of executive management in illegal or unethical activity is seen here, in accordance with the
ECS2000, as constituting an emergency situation. Other illegal, unethical activities or critical events
occurring within individual departments and within the organization could also be treated as emergency
situations and dealt with in a systematic manner.

The management system itself must be fully reviewed in the advent of such an emergency. This
requirement is dealt with in section 4.7 “Drastic system reform following emergency situations.”

The objective of the ECS2000 is to promote ongoing improvement of the ethical legal compliance
management system so as to prevent the occurrence of such situations. It is possible to believe, therefore, that
these procedures for dealing with an emergency situation may never need to be enacted.

However, even though they may never be needed, the fact that executive management has established a set of
procedures to be used in such an event is itself a clear indication to the whole organization of the commitment
of executive management to a genuine system of ethical legal compliance.
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4.5 Monitoring and evaluation

1. Self evaluation of personnel

All personnel are required to annually evaluate their own behavior against the standards set out in the ethics
policy, code of ethics, and compliance manuals.

Self evaluation checklist example:
1. During the course of the past year, have you read the ethics policy and code of ethics?
2. Canyou say with certainty that there have been no compliance violations in your workplace?

3. Have you spoken out against any compliance violations that may have been evident in your
workplace?

4. Are you thoroughly familiar with the laws and regulations applicable to your work?

5. Have you violated the “ethics policy” or “code of ethics” in order to improve your work
performance?

6. Have you given due consideration to the prevention of sexual harassment?
7. Have you been party to misappropriate use of corporate resources?

8. Have you participated in community service or volunteer activity?

2. Self evaluation of department head

All department heads are expected to perform an annual self-evaluation of their own actions and the ethical
legal compliance level of their own department. The results of this self evaluation should be submitted to the
ethics office.

3. Measurement of ethical legal compliance performance

The ethics office should conduct an opinion survey of all personnel once every three years regarding the
corporation’s ethical legal compliance performance and submit the results of this survey to the ethics
committee.
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Note

Self evaluation by all members of the organization requires that they compare their actions with the
ethics policy and code of ethics. Producing a self evaluation checklist will make this process easier to
perform.

In the early stages of introducing an ethical-legal compliance management system a company wide check
list such as the one shown here is appropriate, but it is strongly recommended that checklists for specific
departments be developed and used at the latter stages of the introduction process.

Although this illustration gives a monitoring based example, any other system thought appropriate may
be used.

Another method of self evaluation can be administered at times when the risk of compliance violations is
considered to be particularly high, when new laws and regulations have been enacted, when
reorganizations have been implemented or when reports have been received. In these instances the
department head may produce a checklist based on guidance or notification received from the ethics
office.

Written and interview based opinion surveys are administered in order to ascertain the state of the
organizations ethical-legal compliance initiative. The frequency of administration can be determined by
the particular organization, but a survey once every three to five years is advisable.



Model ECS2000 Control Document | 107

ECS2000 Control Document Example Page #: 19
Document #: ECS-4520
Section | 4.5 Monitoring & corrective action Date: Year/Month/Day
4.5.2 Correction & preventative action Version: o1
4.5.2 Correction and preventative action

In cases where monitoring and ethical-legal compliance management system audits reveal that an
inappropriate activity or situation exists, the following procedure should be implemented in order to correct it
and prevent its future occurrence.

—» Management System Audit

Monitoring

v

Discovery of Inappropriate Activity/Situation &
Analysis of Causes

A

Are they Problems of the Ethical-Legal Compliance
Management System?

No /\ Yes

Corrective & Preventative
Action at Department
Involved

Report to Ethics Office

A 4

A 4

Report to Ethics & Audits
Offices

Implement Corrective Action
by Executive Management

v

—— Implement Follow-up Audit

v

Documentation of Process & Actions

1. Determine the cause of the inappropriate activity or situation

Where problems occur repeatedly in the same department or section the causes of these problems should be
ascertained. Where the cause of the problem is believed to be in the management system itself, this should be
reported to the ethics office.

2. Determine and implement the necessary corrective action
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Where the cause of a specific problem in a department can be determined and where the cause of the problem
can successfully be addressed at that level, corrective action should be taken there. The problem and the
corrective actions to resolve it and prevent its future occurrence should then be reported to the ethics office.

3. Implementation of follow-up audit

A follow-up audit may be administered in order to determine whether or not the corrective and preventative
action taken has been effective.

4. Records should be made of the corrective and preventative action taken and any changes involved as a
result of this.

19 Note

In cases where an inappropriate activity or situation is revealed by monitoring or by an ethical-legal
compliance management system audit, attempts should first be made to resolve it using the existing
management system.

A record of the actions taken from discovery up until resolution of the problem is important because it
can be used to reveal any problems which may exist in the management system itself.

Although the corrective actions taken by individual departments should be respected, these actions must
be considered to be inadequate where problems occur repeatedly. In these instances corrective actions
which include the management system itself should be undertaken.
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4.5.3 Records

1. Preservation of records

In accordance with the control document, such records as required in the various sections should be made and
stored in order to determine whether or not the ethical-legal compliance management system is operating

correctly.

2. Recording

In order to clarify the actions to which records are related, all records produced must be clearly marked with
the following information:

c. title

d. date of creation

e. name and function of recorder

3. Storage

Records should be stored in filing systems dedicated to that purpose.

20 Note

The example above gives a basic list of activities necessary for creating and maintaining an effective
system of records. An additional list indicating the individual (manager) in charge, location and period of
storage can be very helpful.

Records are an important resource for explaining the nature of an organizations ethical-legal compliance
management initiative. They should, however, be kept as simple as possible.

Organizations which are administering a document control system based solely upon the main
documents should also consider maintaining records concerning important issues such as education and
training, corrective actions, and audit results.
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4.5.4 Ethics compliance management system auditing
1. Regular internal audit

In order to examine the following points the head of the audits office should implement an annual audit of the
ethical-legal compliance management system.

a. To determine whether or not the ethical-legal compliance management system is operating in accordance
with the requirements of the ECS2000 and in accordance with the other predetermined requirements.

b. To determine whether or not the ethical-legal compliance management system is functioning in
accordance with the ethics policy, code of ethics, compliance manuals and implementation plans.

2. Report of audit results

At the conclusion of the audit the auditor should present the findings of the final report including an
explanation of all irregularities discovered to a meeting which should be attended by the head of the audited
department.

3. Audit report and corrective action

Within a set period after having completed the audit the auditor must prepare a report covering all directives
for the correction of improprieties and submit this report to the CEO, ethics committee chair, the audited
department, and the ethics officer.

4. Follow-up audit

a. Upon being issued with a directive for correction the head of the audited department must make every
effort to correct the problems as identified.

b. After completion of actions to correct problems as indicated in the directive for correction, the head of
the audited department should submit a report to that effect to the head of the auditing office.

c. After receipt of the report the head of the auditing office should promptly administer a follow-up audit of
the department in question. If the follow-up audit has been completed before the submission of the audit
report to the CEOQ, the results of the follow-up should be included in the final report.
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Note

In cases where the organization does not contain a specialized department or office to perform the
ethical-legal compliance management system audit, executive management should appoint an auditor for
the purpose and assign several employees to serve as auditor staff for the duration of the audit.

In some cases an organization will introduce the ECS2000 in individual divisions. In these instances
divisions may perform audits on each other.

Although the control document delegates the implementation of audits to an internal audit office, the
audit can be performed by a reliable third party where the services of such an organization can be
secured.

Regardless of the procedure used to implement the audit, the results must be reported to the CEO, the
audited department, and the offices concerned with ethical-legal compliance management.
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4.6 Management review

1. Regular review

Each year the chair of the ethics committee should convene the ethics committee and conduct a review of the
ECS2000 Control Document upon the basis of information gained from the ethical-legal compliance management
audit report, the ethical-legal compliance implementation plan report, the record of reports and consultations and
other information that was received directly by the ethics office. For the purposes of ensuring ongoing
improvement, the committee may prepare revised versions of the ethics policy, code of ethics, internal regulations,
education and training policy and programs, and the reporting and consultation procedure and submit them for
review and approval by the board.

2. Drastic system reform following emergency situations
Refer to section 4.7 for details.
3. Inclusion in the implementation plan

Where executive management authorize an amendment be made, this must be included into the implementation
plan for the following year.

22 Note

A key characteristic of the ECS2000 is that it is subject to a process of regular reviews and on-going
modification for improvement.

Where executive management authorize an amendment it is important to include this in the following
year’'s implementation plan and to conduct a follow-up audit.

It is important to note that if this point is ignored, the PDCA cycle will cease to function and there will be
no ongoing improvement effect for the ethical-legal compliance management system.
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4.7 Drastic system reform following emergency situations

1. Once the emergency situation has been resolved it is time to address the issue of a drastic reform of the
management system. The assistance of external consultants should be sought in this endeavor.

2. The drastic reform procedure is initiated when the CEO (in some cases this will be a newly appointed
CEO) convenes a special session of the ethics committee, the causes of the emergency situation are analyzed,
actions taken to resolve it are presented in a report, and the findings of the report are received and approved
by the board of directors.

3. After drastic reform has been approved, a concrete course of action should be included in the
implementation plan for the following year, and in order to ensure that the reform is carried out according to
plan, a follow-up audit should also be implemented.

23 Note

An organization may presume that the procedures for dealing with an emergency situation (including
those of section 4.4.7 on “Emergency preparedness and response”) may never actually be used in practice.

However, even if these procedures are never actually initiated, the fact that the organization prepares for
such an eventuality and has the means at its disposal to initiate a “self cleansing” mechanism is of great
significance.

It is difficult to prepare such a mechanism at a time when the organization is performing without any
evident problems or current emergencies. The preparation of these procedures should be thought of as
an exercise in giving expression to the organizations fundamental position on ethical-legal compliance
both internally and externally.
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5 Addenda

(1) Control Document - Distribution List

Document Number Department Responsible individual

001 Board Secretary of the Board

002 Ethics Office Head of Ethics Office

003 HR/HRD Head of HRM

004 Legal Head of Legal Department
005 Auditing Head of Auditing Department
006

(2) Control Document - History of Amendment and Modification Actions

Type of action Date of action Responsible Sections Reason for Approval of
department changed modification modification
Production Ethics Office
24 Note

It is important to clearly mark the recipient departments in order to facilitate management of the latest
versions of the ECS2000 Control Document.

The term ECS2000 Control Document has been used here, but the organization may apply any name to
this document it may deem appropriate.

For instance, “ECS2000 implementation manual,” “Corporate ethics management manual,” “Compliance
management document,” or “Corporation XYZ ethical-legal compliance management document” may be

used.






